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SUMMARY of CHANGE

AR 380-19
Information Systems Security

This regulation--

0 Requires the use of cost-effective information systems security (ISS)
measures to respond to the specific threats and vulnerabilities associated
with each information system (para 1-5a).

o Emphasizes the requirement to address security in all stages of system
development (para 1-5e).

o Providesinformationsystemssecurityrequirementsforsystemadministrators
(para 1-6d).

o Removedtheposition/title ofterminalareasecurityofficer(TASO)tocomply
with national policies (para 1-6).

o0 Replaces the acronyms US1, US2, CS1, CS2, and CS3 with Unclassified
Nonsensitive, Sensitive But Unclassified, Confidential, Secret, Top Secret,
and Sensitive Compartmented Information Subsystem to comply with national
policies (para 2-2).

o Removed paragraph 2-11, 'Location and construction of a Central Computer
Complex,” because the U.S. Army has very few central computer facilities
under construction and should not be included in an ISS policy regulation.

o Removed paragraph 2-12, 'Mainframe computer equipment room standards,’
because the U.S. Army has very few mainframe computers remaining and should
not be included in an ISS policy regulation.

0 Addresses security requirements for laptop, notebook, and portable
information systems (para 2-11).

o Provides minimum standards for generating and using passwords to control
access to information systems (para 2-14).

o Introducesthe Land Information Warfare Activity as the Army focal point for
reporting system vulnerabilities (2-27).

o Updates reporting requirements for automated information system (AIS)
security incidents and technical vulnerabilities (para 2-27).

o Introduces the concept of site-based accreditation for the Sensitive
Compartmented Information (SCI) system and an alternative to accrediting
collateral systems while taking into account their interconnectivity
concerns and allows other related systems to be included in a site (para 3-
11).

o Introducesawarningbannerforthemonitoringofthe Armysystem(para4-1m).



o

o

Reconstructs chapter 5, Risk Management, to meet the ISS environment
currently facing ISS managers.

Introduces policy and guidance for use of Government-sponsored Internet
accounts (app B).

Incorporates the National Security Agency’s Manual 130-1, annex S, as
requested by the Department of the Army Inspector General, to address
clearing, purging, declassifying , and destroying magnetic media (app F).

Provides an Army Management Control Process for administration of the Army
Information System Security Program (app C).
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and Department of Defense (DOD) guidanc€ontrol, Communications, and Computers.
contained in DOD directives governing secuThe proponent has the authority to approve
rity for information in an electronic form, exceptions to this regulation that have re-
including DOD Directives 5200.28, 5200.5,ceived a legal review to ensure that the ex-
and 5200.19 (when used in conjunction witlgeption is consistent with controlling law and
AR 381-14). It also provides the Army's im-regulation. The proponent may delegate the
plementation of sections 1 through 8, Act ofpproval authority, in writing, to a division

8 January 1988, Public Law (PL) 100-235¢hief within the proponent agency in the
U.S. Statute (Stat) 101, pp. 1,724-1,78fhde of colonel or the civilian equivalent.

(/l/ﬁ_/ﬁh\/ cited as the Computer Security Act of 1987:

/7- This regulation designates ISS as the securirmy management control process.

Robert M. Walker discipline that encompasses communicationghjs regulation contains management control

Acting Secretary of the Arm security (COMSEC), computer securipfoyisions and identifies key management
g y y (COMPUSEQC). It defines the Army Informa- controls that must be evaluated.

tion Systems Security Program (AISSP) and

prescribes a structure for implementing thagupplementation. Major commands may
History. This is a revision. Because thFogram. This regulation provides speciéigoplement this regulation. Copies of all sup-
publication has been extensively revised, theolicy on accreditation of AIS and networks.plements must be forwarded to Director of
changed parts have not been highlighted. !t also provides minimum security standardgnformation Systems for Command, Control,
Summary. This publication introduces the OF transmitting classified and sensitive uncommunications, and Computers
concept of site-based accreditation, provide%lass_'f'ed__'nforma_‘t'on' ] ) (SAIS-PAC), 107 Army Pentagon, Washing-
new security policies for the use of laptogPplicability. This regulation applies to the ton, DC 20310-107, for concurrence and
and small deployable computers and for th&ctive Army, the Army National Guard of |egal review prior to implementation.

use of the Internet and Homepages, and i€ U-S. (ARNGUS), and the United States

sues minimum requirements for degaussin@rmy Reserve (USAR). It applies to contrac-Suggested Improvements.  Users are in-
declassifying, and downgrading of informalors who operate Government-owned or cofvited to send comments and suggested im-
tion and media. This regulation is an updatdactor-owned, AIS that process or stgyeovements on DA Form 2028
to meet changing information system securitpfmy information. Contractors who proces§gRecommended Changes to Publications and
(1SS) policies and directives for all Army au->ensitive But Unclassified (SBU) informationgjank Forms) directly to Director of Informa-
tomated information systems (AIS); it imple-On contractor-owned AIS are governed iy, systems for Command, Control, Com-
ment the transition to site-based accreditatioflis regulation if specified in the contractualy, hications and Computers (SAIS-PAC),
(SBA) concepts and requirements for thosEequirements or if they connect to an |nstalla107 Army Pentagon, Washington, DC
Army intelligence systems subject to Defenséon AlS/network system. All of the above,qa10 107,

Intelligence Agency (DIA) or National Secu-Must comply with sections 1 through 8, Act

rity Agency (NSA) directives derived from Of 8 January 1988, PL 100-235, 101 Stat Jyistribution. Distribution of this publica-
Director, Central Intelligence, Directiv&?4-1,730. During mobilization, deploymentyjon is made in accordance with initial distri-
(DCID) 1/16. This regulation implements theC" national emergency, this regulatigfyion number (IDN) 095066, intended for
ISS portion of the Command and Controfémains in effect without change. command levels B, C, D, and E of the Active
Protect (C2 Protect) component of the ArProponent and exception authority.  Ef- Army, Army National Guard of the U.S., and
my’s Information Operations Program as defective 1 January 1997, the proponency Qfj 5” army Reserve and Government contrac-
fined in Field Manual (FM) 100-6 and AR this regulation has been transferred to the Djg o

525-20. This regulation implements nationatector of Information Systems for Command,
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Chapter 1 1-3. Explanation of abbreviations and terms
Introduction Abbreviations and terms used in this regulation are explained in the
Glossary.

1-1. Purpose o

This regulation establishes Department of the Army (DA) informa- 1-4. Responsibilities _ _

tion systems security (ISS) policy. It specifically addresses the ISS a. Deputy Chief of Staff for Intelligenc&he Deputy Chief of

subdisciplines of communications security (COMSEC) and com- Staff for Intelligence (DCSINT), Headquarters, Department of the

puter security (COMPUSEC). (Army Regulation (AR) 381-14 ad- Army, is respongble for certain elements of information security.

dresses TEMPEST.) This regulation provides the followinghe€ DCSINT will— _ _

guidance: (1) Review, develop, and coordinate Army input to DOD ISS
a. Prescribes 1SS policy for the protection of classified and sensi- POliCy documents.

tive but unclassified (SBU) information processed, stored, or trans- (2) Establish and issue Army ISS policy and standards.
mitted over automated information systems (AIS). (3) Oversee the collection, analysis, and dissemination of infor-

mation on the foreign threat to Army AIS.
(4) Act as the certifying and accrediting authority for security
accreditation of certain AlIS which process intelligence information

b. Prescribes unique policies for the following ISS subdisciplines:

(1) COMPUSEC (see chaps 2 and 3).

2 COMSEC (see chap 4). . (see chap 3).

c. Deals with all Ar_m_y AIS. However, certa_un s_ystems are als_o (5) Develop policy for safeguarding and controling COMSEC
governed by the policies, procedures, or directives of the Joint aiarial to be published as AR 38040
Chiefs of Staff (JCS), Defense Intelligence Agency (DIA), National )
Security Agency (NSA), Defense Information System Agengy
(DISA), or other Department of Defense (DOD) directives. In the
event of conflicting guidance, major Army commands (MACOMS) S

should submit a request for a policy review to the Office of the a5 processing or storing Army information or an AIS operated/
Director of Information Systems for Command, Control, Communi- |5cated on Army installations.

cations, and Compu_ters (DISC4). This re_g_ulation Is a m_inimum (8) Provide guidance concerning the ISS portion of C2 Protect
standard applicable in all areas not specifically covered in OtherProgram to include the following actions:

B'g%er Ielyel do((j:ume_gts. Reffer to the documents l_I'Sth‘d below for 3y Ensure 1SS concerns are integrated within intelligence man-
policy and guidance for certain unique applications: agement systems.

(1) Systems processing intelligence information will comply with “;y Ensyre ISS requirements are integrated into intelligence infor-
national intelligence agency regulations and procedures (such asnation systems.

those of the I_\ISA and _DIA)_ that are, in turn, derived_ frc_)m Director, (9) Act as approving authority for determining whether a system
Central Intelligence, Directive (DCID) 1/16. Accreditation of AIS ; site based concept will be used for accreditation.

under the purview of the National Security Agency (NSA) is not " pirector of Information Systems for Command, Control, Com-

governed by this regulation (chap 3) and must be accomplished iny, nications, and Computershe Director of Information Systems

accordance with NSA guidance (Supplement 1 to NSA/Central Se-for command, Control, Communications, and Computers (DISC4)

curity Services (CSS) 130-1). is responsible for certain information security actions. The DISC4
(2) Joint Chiefs of Staff Publication 6-03.7 and other applicable \yjj—

GlObal Command and Contl’Ol SyStem (GCCS) publications pI’OVide (1) Estab“sh procedures to manage a Cohesive Army ISS pro_
compliance requirements for the GCCS sites. gram, including a contingency plan so that recovery procedures are
(3) Joint Chiefs of Staff Memorandum (MJCS) 75-87 provides available if data are modified or destroyed or if the integrity of the
compliance requirements for systems processing Single Integratedsystem is suspect. At a minimum, the contingency plan should
Operational Plan—Extra Sensitive Information (SIOP-ESI). include a Continuity of Operations Plan (COOP) and an emergency

(4) Department of Defense Publication C-5030-58—M provides destruction plan. Deployable systems must have an emergency de-
the security requirements for an Automated Message Handling Sysstruction plan. The contingency planning process may include Mem-
tem (AMHS) at sites that store or process Sensitive Compartmentedrandum of Agreement (MOA) back-up for critical support services
Information (SCI) in a consolidated Defense Special Security Com- with another Army command or Federal agency.
munications System (DSSCS)/General Service facility. (2) Serve as the Army focal point for managing and implement-

(5) Army Regulation (AR) 380-381 (C) provides the security ing the Army ISS program and coordinate certification procedures
requirements for systems processing Special Access Program (SAPgs part of the accreditation process.

(6) Establish and maintain standardized evaluation and test
ethodologies, certification procedures, and security requirements.
(7) Provide a point of contact with DIA and the Information
ecurity Office at NSA to coordinate ISS policy issues affecting

information. (3) Serve as the Army member of the National Security Telecom-
d. Describes ISS policy as it applies to security in the following Munications and Information Systems Security Committee

areas: (NSTISSC) and the subcommittees for Telecommunications Secu-
(1) Hardware. rity and Automated Information Systems Security. Distribute
(2) Software throughout the Army, the NSTISSC issuances that are not imple-

mented by other Army promulgations.
(4) Develop and promulgate procedures for Army implementa-
tion of national, DOD, and Army ISS policy, directives and stand-

(3) Procedures.
(4) Telecommunications.

(5) Personnel. ards, including 1SS guidelines for specific systems and products.
(6) Physical environment. (5) Review and evaluate proposed policies, procedures, direc-
(7) Networks. tives, doctrinal publications, plans, material requirements docu-
(8) Firmware. ments, life cycle management documents, basis of issue plans, and
e. Provides guidance for satisfying Department of Defensmilar documents which have ISS implications for adherence to ISS
(DOD) SBU requirements. policy.
(6) Participate with the DCSINT in analyses and studies concern-
1-2. References ing foreign intelligence threats and operational vulnerabilities
Required and related publications and referenced forms are listed iragainst which ISS countermeasures are directed.
appendix A. (7) Assess the effectiveness of new ISS concepts in achieving

Army goals and objectives.

AR 380-19 « 27 February 1998 1



(8) Evaluate technological trends in ISS and establish a method- (3) Perform the following actions, when establishing
ology to integrate advancements into the information mission arearequirements:
(IMA). (a) Integrate ISS into operations security (OPSEC) planning and
(9) Develop, present, and defend Army Information Systems Se-practices.
curity Resources Program (ISSRP) requirements in the planning, (b) Set operational priorities, considering both operational and
programming, and budgetary process. security requirements, for worldwide distribution of cryptographic
(10) Provide ISS guidance to Army elements to include advising equipment.
and assisting program managers/project managers/product managers (4) Prescribe policy and procedures for physical security planning
(PMs) in identifying and incorporating 1SS requirements in project of facilities.

development. (5) Advise the DCSINT, DISC4, and U.S. Army Criminal Inves-
(11) Provide program oversight of the Army Key Management tigation Division (CID) Command on crime and fraud prevention as
Program (AKMP) for cryptographic keys. they relate to AIS.
(12) Act as the Army focal point for the ISS training and aware-  (6) In coordination with the DISC4, validate Army ISS require-
ness program. ments and establish priorities for procurement and fielding of 1SS
(13) Provide a point of contact to the National Computer Security equipment and systems.
Center (NCSC). (7) Perform the following actions in regards to the ISS portion of

(14) Assist the Deputy Chief of Staff for Operations and Plans the C2 Protect Program:
(DCSOPS) in evaluating 1SS requirements and establishing priority (a) Oversee the integration of all developmental C2 Protect tech-

for procurement and fielding of ISS equipment and systems. nologies and procedures into Army modernization strategies and
(15) Participate in joint ISS programs to ensure compatible andunit training.

supportable 1SS measures are employed in joint systems. (b) Ensure C2 Protect training is vigorously integrated throughout
(16) Act as the designated approving authority (DAA) for collat- the force. Provide DA Staff supervision of the planning and execu-

eral systems in the following areas: tion of C2 Protect in all field training and command post exercises.
(a) DA Staff agency systems operating in the multilevel security () Coordinate with the Joint Requirement Oversight Committee

mode. (JROC) to minimize duplication and achieve standardization.

(b) Systems developed by program executive officer (PEQ)/PM  (d) Coordinate C2 Protect system performance, operational em-
that are generically accredited to operate in the multilevel security ployment, Tactics, Techniques, and Procedures (TTP) with the other
mode. military services and allies, as appropriate.

(17) Provide a point of contact with the Defense Information (€) Coordinate with the Assistant Secretary of the Army for Re-
Systems Agency/Center for Information Systems Security (DISA/ search, Development, and Acquisition (ASA (RDA)) and DISC4
CISS) for advice and assistance and implementation of certificationand DCSINT to ensure C2 Protect is integrated into the U.S. Ar-

test programs for Army-operated AlIS. my’s research and development programs. _ '

(18) Perform the following actions in regard to the ISS portion of () Identify requirements to the DCSINT for studies and analysis
the C2 Protect Program: of C2 systems to determine vulnerabilities.

(a) Ensure C2 Protect concerns are an integral part of C4l man- (8) Act as the Army Staff (ARSTAF) operational focal point for
agement systems. Information Operations (10).

(b) Ensure C2 Protect requirements are integrated into C4l infor- (9) Exercise operational tasking authority over the Land Informa-
mation systems. tion Warfare Activity (LIWA), to include prioritization and valida-

(c) Implement security countermeasures to protect Army systems.tion of requests for support. o _
(d) Serve as the Army focal point for automated Information d. Deputy Chief of Staff for Logistiche Deputy Chief of Staff

System Security Engineering and System Security EngineerfRgLogistics (DCSLOG) is responsible for certain elements of infor-
models. mation security. The DCSLOG will—

(e) Serve as the Army focal point for the management of the (1) Develop logistics policies (including integrated logistics sup-
Army Information System Security Program and the Army C2 Pro- Port policy), concepts, procedures, and guidance for distribution,

tect Program. supply, maintenance, and transportation of ISS equipment used in
(f) Serve as the Army focal point for validation of requirements Support of all Army information management equipment and
for C2 Protect Army Information System Security funds. systems. , o
(g) Provide C2 Protect direction, procedures and guidance to all _(2) Prescribe execution of NSA or DOD logistics management
Army support organizations. directives that apply to classified COMSEC and Controlled Cryp-
(h) Ensure C2 Protect is addressed during system development, a!ogic Information (CCI) material. . _
the earliest possible time, prior to the initiation of the milestone Il _ (3) Act as proponent of the Army COMSEC Commodity Logis-
tics Accounting Information Management Systems (ACCLAIMS)

advanced technology development (ATD).

(i) Develop and publish C2 Protect system security standards. and AKMP'_ ) . .

c. Deputy Chief of Staff for Operations and Plafke Deputy (4) Prescribe and supervise the |mplementat|on of pr_oced_ure_s for
Chief of Staff for Operations and Plans (DCSOPS) is responsible forProPerty control and the accounting of CCI material during distribu-
certain elements of information security. The DCSOPS will—  ton, storage, maintenance, use, and disposal. All guidance will

(1) Monitor training activities to ensure that proper emphasis is conform with the security standards developed by the DCSINT for
given to ISS during training conducted at all levels. safeguardlng.COMS_E.C and CCl matgrlal. I

(2) Perform the following actions during combat development: (5) Supervise logistics support planning to ensure the availability

(a) Approve ISS studies and concepts.

of material and publications needed for repair, test measurement,
(b) Approve operational and organizational plans and require

¢ and diagnosis of ISS equipment and systems.
operational capabilities for systems and cryptographic equipment.. (8) Ensure C2 Protect Program ISS requirements are integrated

Establish priorities for the research, development, test, and eval into logistics information systems. )

tion (RDTE) effort. P st and evalua (7) Provide continuous logistic support for fielded C2 Protect
(c) Include realistic and essential ISS requirements in material material and test equipment.

requirements documentation for AIS. e. The As&stqn_t_Secretary c_)f the Army for Research, Develop-
(d) Monitor the allocation of manpower to accomplish essential ment, and AcquisitionThe Assistant Secretary of the_Army for_

ISS functions. Research, ngelopment, anc_l Acquisition (ASA(RDA)) is responsi-
(€) Monitor the individual training programs at Army Service bl'ﬁ for certain elements of information security. The ASA(RDA)

will—

Schools to ensure they include adequate ISS instruction. (1) Develop, coordinate, and allocate RDTE and procurement
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resources in support of program requirements for ISS. Supervise thenatters and advise accreditation authorities on the foreign intelli-

execution of RDTE and procurement. gence threat.
(2) Justify and defend program and budget requirements for ISS (3) Provide technical advice and assistance to MACOMSs, as re-
RDTE and procurement. quested, on implementation and/or operation of the DODIIS COM-

(3) Forward to NSA, Headquarters, Department of the Army PUSEC program.

(HQDA) approved material requirements documents for crypto-(4) Conduct the certification test program for all Army intelli-
graphic equipment along with requests for RDTE efforts to fulfill gence AIS.

those needs. Designate an Army material developer to monitor de- (5) Coordinate with the Army Computer Emergency Response
velopment and to satisfy Army material life cycle management (ACERT)/Coordination Center for security incidents and violations
milestones. as applicable for Army.

(4) Monitor NSA or other Service COMSEC or ISS RDTE proj- h. Commanding General, U.S. Army Training and Doctrine Com-
ects which are of interest to the Army. Designate an Army develop-mand. Commanding General, U.S. Army Training and Doctrine
ing agency as defined in AR 70-1 for each project having potential Command (TRADOC), in addition to the MACOM responsibilities
application for Army use. Require the designated agency to main-above, will—
tain liaison with the developer and inform interested Army agencies (1) Integrate approved ISS doctrine, procedures, and techniques
of the progress of such projects. into applicable programs of instruction for TRADOC schools.

(5) Establish, in coordination with NSA, concurrent life cycle  (2) Develop Army-wide training literature and training aids in
management milestones for the development of cryptographic equip-support of the ISS training and awareness program.

ment and any companion information system. (3) Integrate ISS procedures and techniques into the formal eval-
(6) Provide the primary Army member for the NSA COMSEC uations of both individual soldiers and units.
research and engineering coordination group. (4) Develop, test, and recommend operational and organizational

(7) Ensure that ISS program requirements are designed into aliconcepts and doctrine to achieve ISS goals.

AIS under their purview. Develop necessary procedures and guid- (5) Conduct or participate in operational tests of ISS implementa-
ance so ISS programs are known throughout the ASA(RDA). tions as part of system-wide operational tests, as directed.

(8) Perform the following actions in regards to the ISS portion of i. Commanding General, U.S. Army Materiel Comma@dm-
the C2 Protect Program: manding General, U.S. Army Materiel Command (AMC), in addi-

(a) Provide or coordinate funding for C2 Protect R&D activities. tion to MACOM responsibilities above, will—

(b) Provide relevant C2 Protect input to the DISC4 to support (1) Ensure that the ISS requirements are integrated into the archi-
Army ISS policy. Plan and coordinate development or procurementtecture, hardware, software, and systems engineering of those sys-
of simulated hostile C2 systems for testing and training. tems for which AMC is the material developer.

(c) Conduct research and acquire basic knowledge of the tech- (2) Provide ISS Army wide material developer support for RDTE
niques and circuitry required to provide an effective defensive (vul- and production.
nerability assessment) Information Warfare (IW) capability in(3) Assist AIS functional proponents and PMs in identifying se-
appropriate types of Army equipment. curity requirements for proposed or existing tactical (deployable)

(d) Develop capabilities to perform information systems riskattlefield systems. .
analysis, risk reduction, and risk management. (4) Perform integrated material management of unclassified and

(e) Ensure that Army PEOs/PMs include Systems Security En- classified COMSEC and CCI commodities.
gineering Modeling in all systems development activities. j. Program executive officers and program managétsgram

f. Commanders of MACOMSs, the Chief of the National Guard executive officers (PEOs) and program managers (PMs) will—
Bureau (Army System), and the Administrative Assistant to the Sec- (1) Ensure that the requirements of this regulation are applied
retary of the Army (acting as the MACOM for all HQDA staff throughout the project development of all AIS.
agencies).Commanders of MACOMSs, the Chief of the National  (2) Ensure information systems security engineering is embedded
Guard Bureau (Army System)(CNG), and the Administrative Assist- in all system research, development, testing, and evaluation
ant to the Secretary of the Army (AASA) (acting as the MACOM (RDT&E) activities. _ . o
for all HQDA staff agencies) are responsible for certain information ~ (3) Act as the accreditation authority for generic accreditation for
security actions. The MACOM commanders, the CNG, and the Systeéms as indicated in paragraph 3-8. _
AASA Will— (4) Appoint an ISS manager (ISSM) to perform those duties

(1) Administer all aspects of ISS for AIS developed or operated liStéd in paragraph 1€62). Additionally, the ISSM is responsible
by MACOM personnel, contractors, or field operating agencié implementing and managing all security aspects of systems de-
under their jurisdiction. velopment efforts unique to PEO/PM organizations which are not

(2) Appoint a knowledgeable individual as the ISS program man- SPecifically addressed by this regulation. _
ager (ISSPM) to implement the ISS program within their respective _(5) Ensure the ISSM has performed the pre-deployment duties
commands. Provide the ISSPM with sufficient staff and resources toliSted in paragraph 1-6, as appropriate.

effectively manage the COMPUSEC and COMSEC subdisciplines _(6) Ensure that designated ISSMs and information systems secu-
of ISS. rity officers (ISSOs) effect continuous coordination with the

(3) Establish an ISS personnel structure to ensure that 1SS reMACOM ISSPM in which the systems being developed are to be

sponsibilities are delineated at all echelons of the MACOM as démonstrated, tested and/or fielded. .
required by paragraph 1-6. (7) Ensure that draft generic accreditation documentation per par-

(4) Ensure proper accreditation of AIS that fall under their au- @9raph 3-2 is completed and delivered to the MACOM ISSPMs
thority as specified in chapter 3. prior to initial operational test and evaluation. o

(5) Ensure the DODIIS COMPUSEC program is properly imple- (8) Ensure that approved generic accredlt{;\tlon docymentatlon is
mented and develop guidance where necessary. delivered to the receiving MACOM ISSPM prior to delivery of the

. ; ; tem to the receiving unit.
g. Commanding General, U.S. Army Intelligence and Security SYS . -
CommandCommanding General (CG), U.S. Army Intelligence and (9) When PEO/PM retains responsibility for system changes sub-

Security Command (INSCOM), in addition to the M . sequent to d_eployment, ensure that gene(ic reaccreditation documen-
sibilil:iég above wiII(— ). . ACOM respon tation reflecting system changes is provided to MACOM ISSPMs

; ; d using activities.
(1) Serve as the Army Service Cryptologic Element (SCE) and an . . . .
point of contact for AIS under the pﬁ?viewg of NSA. Pr(()vide)im- (10) Perform the following actions in regards to the ISS portion

plementing guidance to NSA promulgations as required. of the C2 Protect Program: . . . .
(2) Provide counterintelligence support to Army elements on ISS (@) Integrate system security engineering processes into system
design and development.
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(b) Integrate ISS practices into pre-milestone zero activities and (2) Software security.
events. (3) Procedural security.
(c) Develop and submit to the system DAA a C2 Protect system (4) Telecommunications security.
security engineering implementation plan for all transport and infor-  (5) Personnel security.
mation systems developments for which they have design and devel- (6) Physical security.
opment responsibilities. (7) Network security.
(d) Develop and perform security risk analysis on all systems (8) Firmware.
developments before determining the omission of security features. (9) TEMPEST per AR 381-14.
(e) Perform acquisition and life-cycle management of material in  d. Each AIS handling classified or SBU information will be sub-
support of the IO strategy. ject to a risk management program per chapter 5 and will undergo a

. . detailed review leading to formal accreditation according to chapter
1-5. Security-related requirements

a. Automated information systems exhibit inherent security vul- o Compliance with ISS requirements is an integral part of the
nerabilities and are known to be targeted by a number of source§ntormation Management Area (IMA), the Army technical architec-
other than the forelgn_lntelllgence SErvices. Cost-effecu_ve lSS MeaSyyre, and life-cycle management of information systems defined in
ures must be established and applied to manage identified riskyp o5 1
against these powerful vulngrabllltles_anc_i thregts. f. The application of ISS measures must include compatibility

(1) Measures taken to attain ISS objectives will be commensurate,qnsiderations.
with the importance of the operation to mission accomplishment, the ™ “tyaining in 1SS principles and techniques will be integrated
sensitivity and criticality of the material being processed, and theinto unit operations at all levels of command.
relative risks (threats and vulnerabilities) to the system. Cost-effec-

tive ISS measures will be applied to counter identified risks. 1-6. U.S. Army Information Systems Security Program
(2) Statements of security-related requirements will be accom- 3. The Army Information Systems Security Program (AISSP) is a
plished in the earliest phases of AIS development and followed unified approach to protecting classified, unclassified, and SBU in-
through subsequent phases of the system development life cycle§ormation while in AIS and is established to consolidate and focus
(3) AIS procurement packages will include security requirements Army efforts in securing that information and its associated systems
that are based on stated needs and a cost-benefit analysis. and resources. The AISSP encompasses security requirements of
(4) Costly or elaborate security countermeasures will be applied AIS during development, acquisition, training, deployment, opera-
only when the risk analysis indicates that administrative, personnel tions, maintenance, and disposition. The AISSP has been created in
physical, and other less costly measures do not achieve an acceptaecognition of the Army’s widespread use of AIS and the unique
ble level of risk. problems associated with their security. The potential risk to an AIS
b. Defense information labeled Classified, Unclassified Non-Sen- increases as more interfacing systems are implemented, more sensi-
sitive, and Sensitive But Unclassified defense information in Army tive information is handled, and more complex functions are
AIS must be safeguarded against unauthorized disclosure, modificaperformed.
tion, destruction, and denial of use. Information systems security b. The AISSP is designed to achieve the most effective and
measures must be designed to ensure confidentiality, integrity, andeconomical security possible for all AIS using the risk management
availability of information and AIS resources that impact on mission approach for implementing security safeguards. To attain an accept-
accomplishment. Information systems security countermeasugbie level of risk, a combination of staff and field actions are
must also prevent unauthorized use of Army AISs. The specific mix necessary to develop policy and guidance, identify problems and
of ISS measures chosen will depend on the relative importance ofrequirements, and adequately plan for required resources.
the AIS mission and the information. Information that is SBU will c. Commanders and managers are responsible for implementing
normally fall into one of the following categories. the AISSP in their command or activity and will ensure the follow-
(1) Systems that contain sensitive but unclassified information ing is accomplished:
are exempt from the provisions of sections 1-8, Act of 8 January (1) Systems within their command or activity are operated within
1988, Public Law 100-235, and U.S. Statute at Large, volume 101 the requirements of this regulation.
pp. 1724-1730, cited as the Computer Security Act of 1987. This (2) Requests for new systems or changes to existing systems
information requires protection primarily from foreign intelligence include security requirements appropriate to the system’s concept of
services to ensure confidentiality. This information must be pro- operation. Once validated, these security requirements must be in-

tected if it falls in any of the following categories: corporated into the system design and defined in procurement
(a) Involves intelligence activities. contracts.
(b) Involves cryptologic activities related to national security. (3) Use of commercial-off-the-shelf (COTS) products or specific
(c) Involves command and control of forces. production requirements is consistent with ISS requirements and
(d) Is contained in systems that are an integral part of a weapondoes not render necessary security measures impractical or cause
or weapon system. unacceptable degradation in security.
(e) Is contained in systems that are critical to the direct fulfill- d. A clearly defined structure of ISS personnel will assist com-
ment of military or intelligence missions. manders and managers in implementing the AISSP. These personnel
(f) Involves processing of research, development, and engineeringact as the focal point for ISS matters within their command or
data. activity. They should have the authority to enforce security policies

(2) Information labeled SBU must be protected to ensure con-and safeguards for systems within their purview. This authority
fidentiality, availability, and integrity and may or may not require includes stopping system operation if warranted by the impact of a
protection from foreign intelligence services or other unauthorized security deficiency. This hierarchical structure will be established as
personnel. Examples may include information dealing with logistics, follows:
medical care, personnel management, Privacy Act data, contractual (1) Information systems security program man&geeach
data, For Official Use Only (FOUO) information, and certain cate- Army MACOM and within the Office of the Administrative Assist-
gories of financial data. ant to the Secretary of the Army (acting as the HQDA MACOM),

c. Information will be safeguarded by the application of protec- an information systems security program manager (ISSPM) will be
tive measures addressed in chapter 2. Applicability of safeguardsappointed to establish, manage, and assess the effectiveness of the
will be determined through the risk management review and mayISS program within that command or activity. This individual will
consist of the following: be assigned sufficient personnel assets to effectively manage the

(1) Hardware security. COMPUSEC and COMSEC subdisciplines of ISS. The ISSPMs
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appointed by MACOM commanders and the Administrative Assist- (h) Establish the scope of responsibilities for each 1SSO using
ant to the Secretary of the Army will— guidance from the ISSPM and applicable regulations.

(a) Establish and manage the command ISS program, to include (3) Information system security officdfor each AIS or group of
defining the ISS personnel structure and directing the appointmentAlS, there will be an information system security officer (ISSO)
of an ISSM at appropriate subordinate commands, installations, DAappointed by the commander or manager of the activity responsible

staff agencies, and field operating activities. for the AIS. The same ISSO may be appointed for multiple AIS,
(b) Promulgate 1SS guidance within each command, to include particularly in the environment where personal computers, worksta-
developing command-unique guidance, as required. tions, file servers, local area networks, or small systems are oriented

(c) Establish a procedure within the command to document thetoward the functional user as the operator. The 1ISSOs will perform
status of all AIS accreditation, the AIS sensitivity level, and the the following duties for each AIS under their purview:
security mode of operation. (a) Ensure systems are operated and maintained according to this
(d) Establish and oversee an ISS training program that meets thdegulation. o
requirements of this regulation and integrates ISS into operational (P) Ensure managers, system administrators, and users have the
training programs for managers, system administrators, users, andPpropriate security clearances, authorizations, and need-to-know.

maintenance personnel. (c) Include all personnel associated with AIS in system-specific
(e) Develop guidance to ensure the DODIIS COMPUSEC pro- @nd general awareness security training.
gram is properly implemented. (d) Conduct threat and vulnerability assessments to enable the

(f) Establish, conduct, and oversee a program of announced ang®mmander or manager to properly analyze the risks to AIS infor-
unannounced ISS inspections to determine compliance with thismation and determine appropriate measures to effectively manage
regulation and other applicable security directives. Notify the com- those risks. o . . .
mander of the results of such inspections. (e) Prepare, distribute, and maintain plans, instructions, guidance,

(g) Develop the applicable portion of the ISS resource require- and standing operating procedures (SOPs) concerning the security of

ments for the MACOM. system operations. .
(h) Maintain a strong liaison with supporting DISA, CID, and (f) Report immediately to the ISSM any attempt to gain un-
INSCOM elements authorized access to information or any system failure or suspected

defect that could lead to an unauthorized disclosure, loss of integri-
ty, or unavailability of system information.

(g) Review and evaluate the security impact of system changes,
including interfaces with other AIS. Ensure that all interconnected
systems comply with the security requirements levied within the
Snfrastructure and do not have a negative security impact on any
other systems with which they must interact and support.

(h) Report security incidents and technical vulnerabilities to the
ISSM per this regulation, AR 381-14 (S), AR 380-5, and AR
381-12. Incidents involving criminal activity or foreign intelligence
services will also be reported to the local CID or supporting coun-
terintelligence (Cl) field office. Refer to paragrapfy &bove for
additional information and guidance and required reporting
'procedures.

(i) Prepare or oversee the preparation of the certification and
accreditation documentation.

(i) Develop and maintain an Internet security policy (see app B).

()) Administer management evaluation controls (see app C).

(2) Information systems security managat.all appropriate lev-
els of command below Army MACOM and at DA staff and field
operating agencies and at the PEO level, an information system
security manager (ISSM) will be appointed to establish and imple-
ment the ISS program for all AIS within that command or activity
or for AIS under development. This includes posts, installations, and
installation equivalents. These appointments will result in a chain of
command for ISSM that parallels the command structure. The ISSM
may not be capable of directly handling all aspects of ISS within
their purview as AIS expand in geographic boundaries. The ISSMs
can secure the growing complexity of personal computers (PCs)
local area networks (LANs), metro area networks (MANs), and
wide area networks (WANSs) by assigning various tasks to ISSOs

and system administrators. For systems within their purview, ISSMs () Maintain a current network or AIS certification or accredita-

will— . . tion statement and initiate recertification and re-accreditation when

(@) Over§ee the_executlon of the ISS training and awarenesschalnges affecting security have occurred.
program within their command or activity. , . (k) Establish and implement a system for issuing, protecting, and
(b) Ensure that an information systems security officer (ISSO) is changing system passwords.

appointed for each separate AIS, group of AIS, or network, as () Oversee the review of system audit trails and resolve

necessary. _ _ ) _ discrepancies.

(c) Establish an AISSP that will provide protection for all infor-  *(m) Maintain access control records and ensure they are reviewed
mation_ systems_and ensures all AIS and/or networks are accrediteg |east weekly. Ensure that only authorized personnel can gain
per this regulation. access to the system.

(d) Periodically review the status of all AIS and networks to  (n) Ensure appointment of individuals, as needed, for securing
ascertain that changes have not occurred that affect security an@ach terminal, inal, workstation, computer, or associated group of
negate the accreditation. computers that are not under the direct control of the ISSO.

(e) Review threat and vulnerability assessments to enable the (o) Maintain close liaison with supporting system administrators
commander or manager to properly analyze the risks to the AlSto promote security at all levels of AlS operations.
information and determine appropriate measures to effectively man- (4) System administratorsSSystem administrators (SAs) must be
age those risks. trained in in all aspects of information system security. The SAs

(f) Report security incidents and technical vulnerabilities per this must be highly trained and experienced on the AIS that they are
regulation, AR 381-14 (S), AR 380-5, and AR 381-12. All at- required to maintain. The SA must be able to maintain the AIS audit
tempts and actual penetrations of Army AIS will be immediately functions and have the ability to review audit information for detec-
reported to ISSM. In turn, the ISSM will notify the Land Informa- tion of possible system abuse and to coordinate with the ISSO. SA
tion Warfare Activity's (LIWA) Army Computer Emergency Re- responsibilities for maintaining, securing and monitoring systems
sponse Team (ACERT) or its subordinate computer emergengy provided in appendix G, “Monitoring Capabilities and Restric-
response team (CERT) infrastructure, who will notify HQ, CID, and tions.” Systems administrators are encouraged to discuss the limita-
the Army Case Control Office (ACCO) at INSCOM of all success- tions of their authorities and the implications of appendix G with
ful penetration incidents. The local supporting CID and INSCOM their supporting legal advisors. In coordination with the 1SSO, the

office should also be notified. SA must ensure that all components of the AIS are protected so that
(9) Implement the DODIIS COMPUSEC program and site-based the AIS can effectively and securely operate in the three operational
accreditation, where feasible. modes: in-garrison, in-transit, and deployed.
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e. In addition to this hierarchical structure, the following person- defined in national level security directives and policies and es-

nel have crucial roles in the AISSP. tablishes the Army security policies that apply uniquely to AIS.
(1) Certification authorities and accreditation authorities will be  b. Security policy for AIS will be defined at concept develop-
identified for all AIS as described in chapter 3. ment. Security requirements based on this policy will be considered
(2) The COMSEC custodians and command COMSEC inspectorsthroughout the life cycle. There will be a security plan for AIS
will be appointed as required in AR 380-40. processing classified information and SBU information, showing the
(3) Command intelligence officer (DCSINT/G2/S2). For eac$teps planned to comply fully with stated security requirements.
network, the command intelligence officer or activity equivalent will c. A DAA will be responsible for the overall security of each

be identified to assume the responsibility for identifying and assess-AlS.
ing foreign intelligence threats to command assets. The command d. The AIS developer must ensure the early and continuous in-
intelligence officer will— volvement of the PEO, PM, the functional proponent, users, ISSM,
(a) Ensure the Command Statement of Intelligence Interest (Sll) ISSO data owners, certification authority, and DAAs in defining and
(AR 381-10 and AR 381-20) registers requirements for the receiptimplementing security requirements of the AIS.
of validated intelligence impacting upon the integrity and reliability ~ e. Statements of security requirements will be included, as appli-
of AIS. cable, in the acquisition and procurement specifications for AIS.
(b) Provide assistance in the identification of threat factors im- The statements will reflect an initial risk assessment and will specify
pacting upon the risk management approach for implementing secuthe required level of trust per DOD 5200.28-STD. The PEOs/PMs
rity safeguards in accordance with paragrdphbove. or functional proponents will not field and commanders will not
(c) Coordinate with national intelligence production agencies on accept, the following systems:
behalf of commanders and managers to request information to fill (1) Systems that do not meet minimum standards stated in the
intelligence gaps developed during any phase of the AISSP processacquisition and procurement specifications.
f. Implementing the AISSP in installation or installation-equiva- (2) Systems that do not provide complete documentation support-
lent environments involving host and tenant units or activities re- ing certification and accreditation.
quires thorough coordination between the host and tenant ISE) Systems that have not been fully certified or generically
personnel. Army tenant units or activities must comply with this accredited.
regulation and the ISS requirements of their parent MACOM. Army  f. Classified or SBU data will not be introduced into an AIS until
tenant's and non-Army tenant’'s AIS operations must comply with the data classification and sensitivity of the AIS has been deter-
the host installation ISS policy that does not conflict with their mined. The appropriate AIS protection mechanisms will be in place
parent command/activity or agency ISS policy and that does notand DAA approval to operate will be obtained. The data owner will
impede their operational mission objectives. Conflicts of ISS policy approve entering the data, where applicable. Data will not exceed
that cannot be resolved per this regulation should be addressethe security classification level for which the AIS is approved to
through local command channels to HQDA, DISC4. Non-Army process.
tenants must comply with the host installation security requirements g. Commanders will ensure that AIS under their purview are
if they connect to the installation’s information infrastructure. This operated in a manner consistent with the system accreditation and
includes the use of gateways or information management resourcethis regulation.
as pathways to connect their information systems. If the non-Army h. Organizations must strive to ensure that new AIS development
tenant uses any part of the host installation IMP infrastructure, theand modifications to existing AIS are performed in a manner that
host installation ISSM will require the use of configuration manage- makes security an integral part of the development, acquisition,
ment control consistent with the installation’s information manage- fielding, and operational processes.

ment and configuration management process. i. There will be a security plan for AIS processing classified and
(1) Host installation ISSM will— SBU information, showing the steps to comply fully with stated
(a) Ensure that adequate ISS support is provided to tenant activi-security requirements. The security plan evolves through system life

ties and written into inter-service support agreements. cycle and security requirements into the Security Plan/Accreditation

(b) Ensure that tenant activities are included in the installation Document (see app D).
physical security plan, ISS plan, and AIS plans and procedures, as

appropriate. 2-2. System sensitivity designation and mode of
(c) Ensure integration and coordination of installation-level activ- operation ) ] o )
ities that affect security requirements of tenant activities. a. The AIS will be categorized based on the sensitivity of infor-

(d) Identify security risk that may occur as a consequence of amation that the system is authorized to process or store.
relationship between different systems that must be understood and (1) The AIS that process classified information will be desig-

accepted. nated by the highest classification, handling code, and category of
(2) Army tenant activities will— information processed (for example, Confidential, Secret, TS/SCI,
(a) Identify AIS to the host installation ISSM. SIOP-ESI). o _ _ _
(b) Provide accreditation status, including date of accreditation (2) The AIS that process unclassified information will be desig-
and sensitivity level to the host installation ISSM. nated as SBU.

(c) Identify their security support requirements to the host instal- __P- The security processing modes of operation are based on DOD
lation ISSM and provide technical assistance as may be required200.28 and DCID 1/16 for systems processing intelligence infor-

(d) Identify a point of contact for ISS matters to the host installa- Mation. Determination of the security processing mode of an AIS is
tion ISSM. based on the classification or sensitivity and the formal categories of

data processed and the clearance, formal access approval, and need-
to-know of users of the system. Formal categories of data are those
for which a written approval must be issued before access; for

Chapter 2 example, SCI compartments, North Atlantic Treaty Organization
Computer Security (NATO) information, or SAPs. The available or proposed security
features of the system are not relevant in determining the actual
Section | security mode. All AIS will be accredited to operate in one of the
General Policy following security processing modes:
(1) Dedicated security modéd mode of operation wherein all
2-1. Overview users who access the system directly or indirectly possess the re-

a. This chapter provides guidance to implement ISS requirementsquired personnel security clearance or authorization, formal access
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approval, and need-to-know for all information the system is accred-includes personnel, physical, administrative, and configuration con-
ited to process. trols. Unclassified hardware, software, or documentation of an AIS
(2) Systems high security mode mode of operation wherein all ~ will be protected if access to such AlIS resources reveals classified
users who access the system directly or indirectly possess the reiformation or information that may be used to eliminate, circum-
quired personnel security clearance or authorization and formal acvent, or otherwise render ineffective the security safeguards for
cess approval but not necessarily a need-to-know for all informationclassified information. Software development and related activities
the system is accredited to process. (for example, systems analysis) will incorporate appropriate security
(3) Compartmented security mode.mode of operation wherein ~ measures.
all users who access the system directly or indirectly possess the (5) Marking. Markings on classified or SBU output will reflect
required personnel security clearance or authorization but not necesthe sensitivity of the information as required by existing directives.
sarily formal access approval or a need-to-know for all information Army Regulation (AR) 380-5 contains requirements for security
the system is accredited to process. classification and applicable markings for classified information,
(4) Multilevel security modeA mode of operation wherein not and AR 25-55 governs FOUO information. Appropriate markings
all users who access the system directly or indirectly possess thavill be applied manually or through an automated means (that is,
required personnel security clearance or authorization, formal acces$he AIS has a feature that produces the markings). Automated mark-
approval, or a need-to-know for all information the system is ac- iNgs on classified output must not be relied on for accuracy unless

credited to process. the security features and assurances of the AIS meet the require-
ments for a minimum trusted computing base class of B1 as speci-
2-3. Minimum requirements fied in DOD 5200.28-STD. If the B1 requirement is not met, but

a. All AIS processing classified or SBU information will achieve automated controls are used, all classified output will be protected at
the minimum requirements of this paragraph through automated orthe highest level of classification of the information handled by the
manual means. Commanders and accreditation authorities may imAIS until an authorized person manually reviews it to ensure that it
pose more stringent requirements based on a risk analysis. All riskwas marked accurately with the classification and special markings.
analyses will evaluate the possible vulnerabilities and the securityAll media will be marked and protected commensurate with the
impact on associated AIS and networks within the area of responsitequirements for the highest security classification level and the
bility. Although manual procedures are acceptable when an auto-most restrictive category of information ever stored on the media
mated safeguard is not feasible, security safeguards shouldumi## the media is declassified or destroyed under this regulation or
embedded into design of AIS to ensure a secure infrastructure. until the information is declassified or downgraded under AR

(1) Accountability. Safeguards will be in place to ensure that 380-5.
each person having access to an AIS may be held accountable for (6) Least privilege.The AIS will function so that each user has
his or her actions on the AIS. For all AIS except small computers access to only the information to which he or she is entitled (by
(see the Glossary for workstations and laptops), a security audit trailvirtue of clearance and formal access approval). In the case of need-
will provide a documented history of AIS use. In a client server to-know for classified information, access must be deemed essential
environment (CSE), audits will not be collected at the workstation to accomplish lawful and authorized Government purposes. Users
level but will be maintained at the server level. The audit trail will will also be restricted from having access to system privileges that
be of sufficient detail to reconstruct events in determining the causeallow operations on data and other system resources not required to
or magnitude of compromise or damage should a security violationperform their job.
or malfunction occur. Audit trails should be reviewed for security ~ (7) Data continuity.An owner or proponent will be identified for
implications daily but, as a minimum, will be reviewed once per €ach file or data grouping on the AIS throughout its life cycle. The
week. The DAAs will determine how long to retain the audit infor- file or data grouping accessibility, maintenance, movement, and
mation. The manual or automated audit trail will document the disposition will be governed by security clearance, formal access

following: approval, need-to-know, and protective marking as appropriate. All
(a) The identity of each person and devices accessing the AlS files or data groupings will be labeled to ensure that the security
(b) The date and time of the access. classification and or special markings are maintained during storage,
(c) User activity sufficient to ensure user actions are controlled Processing, and communication transfer. ) )

and open to scrutiny. 8) Data integrity. Appropriate safeguards will be in place to
(d) Activities that might modify, bypass, or negate safeguards detect and minimize unauthorized access and inadvertent, malicious

controlled by the AIS. ' ' or nonmalicious modification or destruction of data. There will be

an appropriate safeguard to ensure that security classification labels
remain with the data if it is transmitted via a network to some other
AlS.

(9) Accreditation. Before operation, each AIS will be certified
and accredited under a set of security requirements and safeguards
approved by the DAA.

(10) Risk managemenA risk management program will be put
in place to determine what level of protection is required, what
protection currently exists, and the most economical way of provid-
ing the needed protection (see chap 5).

(11) Security planningAn AIS security plan will be developed
and maintained for the life of each AIS, including prototype, test,
nd developmental systems. The security plan evolves into the ac-
reditation document and will be maintained to reflect system
changes. (See app D for suggested format.)

(12) Copyright laws.Personnel who violate copyright laws will
e subject to disciplinary actions per appropriate Army regulations,
Which may result in civil or criminal penalties by judicial action.

b. In addition to the requirements above, AIS operating in other
than the dedicated security mode must provide security features that
meet the trusted computing base (TCB) from DOD 5200.28-STD. as
determined by the procedures in appendix D of this document. The
Yollowing instructions for implementation of these provisions apply:

(e) Security-relevant actions associated with periods of process-
ing or the changing of security levels or categories of information.

() Other security-relevant events. The list of events will be pro-
vided as part of the accreditation request for approval of the DAA.

(2) AccessEach AIS will have an associated access control pol-
icy that will include features or procedures to enforce the access
control measures required for the information within the AIS. The
identity of each authorized user will be established positively before
granting access.

(3) Security training and awarenessll persons accessing an
AIS will be a part of the security training and awareness program.
The program will ensure that all persons responsible for managing
AIS resources or who access AIS are aware of proper operationai1
and security-related procedures and risks. As a minimum, items
detailed in paragraph 2-16 below will be covered.

(4) Controls.All AIS hardware, software, and documentation and b
all data handled by the AIS will be protected to prevent u
authorized (intentional or unintentional) disclosure, destruction, or
modification and will provide control measures. The level of control
and protection will be commensurate with the maximum sensitivity
of the information present in the system and will provide the most
restrictive control measures required by the data to be handled. Thi
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(1) All AIS that process or handle classified or SBU information 2-5. Data base management systems
and require at least Controlled Access Protection (that is, TCB class a. Protecting shared data bases is essential, as they represent a
C2 security protection) will implement required security features significant asset and frequently reveal considerably more informa-
based on the procedures described in appendix C of this documention taken as a whole than can be obtained from their individual
(2) If the procedures in appendix E require a Trusted Systemsparts. Commercial data base management systems have different
class above the trusted computing class of C2, a timetable forcharacteristics, such as those listed below, that affect their security
meeting this requirement will be determined individually for each stability and must be considered when acquiring a system for han-
system. This timetable will be part of the accreditation, and it must dling classified or unclassified information:
be approved by the DAA. (1) Distributed data base access and synchronization,
(3) These requirements will be met either by using trusted com- (2) Data-base integrity,
puter products listed in the NSA Information System Security and (3) Data-base availability (fail-over, recovery, and restart
Service Catalogue, using a product not in the catalogue that hagunctions),
security features that meet the level of trust required for the AIS or (4) Data and program protection mechanisms that control read
developing a product that has security features that meet the level odnd write permission levels, and
trust required. In any case, the cognizant DAA will determine(5) Audit mechanisms and utilities.
whether or not all security requirements in DOD 5200.28-STD have b. When data base management systems containing classified de-
been satisfied. fense information are used, the classified identifiable element (for
(4) For an existing AIS, there are cases where introduction of example, word, field, or record) within the data base must be pro-
additional computer-based security features, according to the schedtected according to the highest security classification of any data-
ule given in subparagraphs B(B) and (2), may be prohibitively  base element. If the data base cannot provide field protection, then it
expensive, time-consuming, or technically unsound or may athould provide record protection to the highest security classifica-
versely affect operational effectiveness to an unacceptable degree. Ition level of the fields within the record. Data-base systems that do
such cases, an exception to the requirement may be approved by theot provide protection at the record or field level will be restricted
DAA with the written concurrence of the MACOM commander or to operation in the dedicated or system high security mode. In all
the Administrative Assistant to the Secretary of the Army (acting as cases the data base management systems (DBMS) must meet the
the MACOM commander for HQDA activities). Application for minimum trust requirements identified in paragraph 2-3 above.
such exceptions will include a determination that one or more of the ¢. Data-base systems that bypass the production of operating sys-
conditions in this paragraph exist. Exceptions should be reviewedtem audit trail data must produce their own audit trail data similar to

during each reaccreditation. those prescribed for the operating system. These audit trails must
also be used in determining the confidentiality, integrity, and availa-
Section |l bility of the automated system and the data contained therein.
Software Security d. Designers and developers of data base management systems,
in coordination with security specialists and proponents for the data
2-4. Software controls elements, must consider the effect that compilation of data will have
a. Controls will be implemented to protect system software from on the final security classification of the data-base system. The
compromise, subversion, or unauthorized manipulation. degree to which a given user can be reliably denied access to
b. All software used on Army AIS must be approved by the portions of the data base will influence the final classification
ISSM or ISSO prior to installation and operation. decision.

c. Each Army AIS will include an identified list of executable e. A data-base administrator (DBA) will be appointed for each
software that is authorized to be run on that AIS. Such software will data base and appropriate duties assigned by the ISSM.
be protected from unauthorized modification to the maximum extent
possible by the hardware and software mechanisms of the AlS. I1f2-6. Software security packages
the risk analysis reveals unacceptable risk from attacks by malicious a. Software security packages are available from various com-
software, additional measures (for example, commercial“anti-virus” mercial vendors. Products other than those evaluated by the NSA
programs, tamper-resistant holographic seals, and non-technical seand included in the NSA Information System Security Products and
curity methods) will be employed to reduce this risk to an accepta- Services Catalogue may be used; however, such products must be
ble level. approved by the DAA and based on a valid justification.

d. Documentation that addresses software design and capabilities b. The evaluation of software security packages must be included
will be maintained for the use of programming, operations, and userin the risk assessment so that the accreditation authority can docu-
personnel. Only personnel performing official duties should be al- ment advantages and disadvantages.
lowed access to this software documentation. c. The decision to use software security packages will be based

e. Upon acceptance for operational use, whether developmentalupon cost and the level of security protection required.
governmental off-the-shelf (GOTS), or commercial off-the-shelfd. The DISC4 must approve purchase or annual lease costs of
(COTS), software must be kept under close and continuous configuproducts not listed in the NSA Information System Security and
ration management controls so that unauthorized changes are ndBervices Catalogue that exceed $50,000.
made. A master copy of the software must be safeguarded and never
used for actual production operations. Production copies of software2—7. Software design and test
should be generated from the master copy as required. System and a. Software security requirements must be considered in the fu-
application program libraries will be protected and backup copies ture design, development, and acquisition of Army systems.
maintained. Strict configuration management controls will be en- b. Examination of the control over the procedures used to
forced to lessen the risk of introducing untested or maliciodsvelop computer programs is an integral part of the software certi-

software. fication and AIS accreditation process. The key to eventual certifica-
f. Operational software may be modified and maintained only tion is to develop systems that are easily understood and verifiable.
under rigorously controlled conditions requiring verification. c. Programs must be completely tested before becoming opera-

g. Personnel who violate computer software copyright laws will tional. Both valid and invalid data must be used for testing. Testing
be subject to disciplinary actions per appropriate Army regulations is not complete until all security mechanisms have been examined
and (where applicable) the UCMJ. Such actions may result in civil and expected results are attained and attempts to circumvent or
penalties by the software manufactures and/or the Army. defeat these mechanism fail.

d. Upon completion of maintenance or modification of software,
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independent testing and verification will be required before return- sensitivity levels of the information processed, overall value of the

ing software to operation. information to the mission of the organization, the local criminal
and intelligence threat, and the value of the automated equipment.
Section Il g. Physical security will be provided through an in-depth applica-
Hardware Security tion of barriers and procedures, which may include continuous
monitoring (human or electronic) of the protected area. Barriers and
2-8. Hardware-based security controls procedures include structural standards, key control, lighting, lock

a. Hardware-based security controls represent an important factorapplication, and inventory and accountability.
when evaluating the security environment of any Army system. The h. Physical access controls commensurate with the level of
absence of hardware-embedded security features or the presence pfocessing will be established to deter unauthorized entry into the
known hardware vulnerabilities will require compensation in other facility and other critical areas (such as input or output area, pro-

elements of the security program. gramming, data preparation, and storage) that support or affect the
b. Hardware security requirements must be considered in the fu-overall operation.
ture design, development, and acquisition of Army systems. i. Facilities housing AIS equipment will be of sufficient structural
integrity to provide effective physical security at a reasonable cost.
2-9. Maintenance personnel Trained physical security specialists will be consulted in all phases
a. Maintenance personnel must be cleared to the highest level ofof selection, design, and modification of such facilities to provide
data the AIS is accredited to process. expertise in physical security requirements.

b. Maintenance personnel who do not access classified data dur-
ing their maintenance operation should, nevertheless, be cleared fo?2—11. Physical security standards for smaller computers
the highest level of data processed on the system. However, if this isind other automated information systems
not feasible, maintenance personnel will be monitored at all times a. Many AIS, including some file servers, clearly do not warrant
during their maintenance operation by individuals with the technical the physical protection detailed in paragraphs 2-8 and 2-10 above.
expertise to detect unauthorized modifications. These include personal computers, workstations, notebook com-
c. Non-U.S. citizens will not perform maintenance on TS/SCI- Puters, and laptop computers, as well as other AIS where the com-
and SIOP-ESl-accredited AIS or on AIS that process SAP informa-Puting environment is fully integrated into the work environment.
tion. If non-U.S. citizens are employed to maintain other AlS, such Application of the above standards will depend on AIS size, com-
use will be addressed as a system vulnerability in the risk assesgPlexity, manufacturer specifications, number of terminals, sensitivity
ment, and appropriate countermeasures will be employed. of dat_a, and _enwronmental requirements. If '_[h_e mqlnfrqme physical
d. Any parts removed from an AIS operating in a sensitive com- security requirements do not apply, the provisions in this paragraph
partmented information facility (SCIF) will be retained in the facil- will be followed. i _
ity until approved for release by the local special security officer b. Physical security requirements must be considered and se-
(SSO) in coordination with the ISSM or ISSO per AR 380-5, AR lected based on the sensitivity and classification of data being pro-

380-28. and DCID 1/21 tected, as well as assessed risk to the information and the risk of
' ' equipment theft. The physical security requirements must be exam-
Section IV ined to ensure protection of equipment is cost effective, that the

impact on objectives is negligible, and that the level of risk is

Physical Securit
y y acceptable to the local commander.

2-10. Security objectives and safeguards c. All AIS must be protected, and physical security requirements
a. A balanced AIS security program must include a firm physical Mmust be carefully selected. . 3
security foundation with the following objectives: (1) An AIS with nonremovable media that processes classified

(1) Safeguard personnel. information must be stored in an area or a container approved for
(2) Prevent unauthorized access to equipment, facilities, material Safeguarding classified media per AR 380-5. _
media, and documents. (2) An AIS with SBU information on nonremovable media

(3) Safeguard against espionage, sabotage, damage, and theft_should.be in a locked office or building during non-duty hours or be
(4) Reduce the exposure to threats that could cause a denial optNérwise secured to prevent loss or damage.
service or unauthorized alteration of data. 3) When users leave their workstations or personal computers,
b. Commanders and managers will protect AIS assets under thei¢2§l}1hévr::iLalt?ogn-Off or lock the keyboard and screen until
control through cost-effective physical security measures. (4) Workstafions and personal computers should include a
oi.e';?sug‘?)?se)t(gitw Tgufgutsgfstegpsf’”:zrgfvfresr) rc;cr)]rgsr,eg ?;Véogéncs?tri?;elocal“idle lockout/screen saver” feature that automatically locks the
greas may be degigﬁated as restricted areés or mission essentls?reen.and keyboarcj after a speqifieq period of no act.ivity (that is,
vulnerable areas under AR 190-13. Facilities and systems so desig?_5 minutes), requiring reauthentication before unlocking the sys-
nated will be included in the installation physical security plan €
required by the same regulation. Periodic physical security inspec-
tion requirements are also contained in AR 190-13 and AR 190-51
d. Facilities that house systems processing SCI material will be

Subject to the prOViSiOnS in DCID 1/21 2-12. Reporting and accountab”ity
e. Particular attention must be paid to the physical security of a. Procedural security measures can be cost-effective, since they
AIS that are not operated or otherwise attended continuously. Anusually involve a minimum financial expenditure while producing a
AIS that processes classified defense information must be properlyhigher corresponding level of security.
declassified prior to being left unattended, unless it is secured in b. The procedures and techniques described herein apply to AIS
areas or containers approved for storage of classified material undeoperations as well as to software development, maintenance activi-
AR 380-5. ties, and other support operations. Control of software during the
f. The number and diversity of Army AIS (fixed and deployable development process is as important as control over the AIS in
systems) and installations make it impractical to establish universal,operation.
rigid physical security standards. However, adequate physical secu- c. The procedural measures listed below will be an integral part
rity at each installation is essential to achieving a secure daftaeach AIS security program.
processing environment. Physical security standards must be based (1) Key duties will be clearly delineated and separated to reduce
on an analysis of both wartime and peacetime mission criticality, the risk of one individual adversely affecting the entire system

m (for example, a password protected screen saver).

Section V
‘Procedural Security
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operation. Checks and balances will be established to detect deviawith the 1ISSM, SSOs may approve the entry of any processing

tions from assigned duties. equipment listed on the current Preferred Products List (PPL) or
(2) The ISSO must report directly to the responsible manager ofendorsed TEMPEST product list (ETPL) into a SCIF. Entry ap-

the AIS on security-related matters. The ISSM should be positionedproval does not constitute processing approval.

organizationally to avoid having a vested interest in keeping the f. Appendix F of this document contains guidance in declassify-

system operational at the expense of security. ing, releasing, and shipping of media containing sensitive compart-
(3) Proposed changes to the AIS configuration (to includeented information.

changes to the software, facility, environmental support, or equip-

ment interfaces) will be reported to the I1SSO for a determination 2-14. Password control o

about the security implications of the change. If required by AR  a. User identification and password systems support the mini-

381-14 (S), a TEMPEST Countermeasures Review will be con-mum requirements of accountability, access control, least privilege,

ducted by or validated by a certified TEMPEST technical authority and data integrity contained in paragraph @-sa®ove. While not
(CTTA). always appropriate for stand-alone small systems or for other sys-

(4) All AIS hardware, software, firmware, and documentation tems operating in the dedicated mode, these mechanisms are often
will be protected to prevent intentional or unintentional disclosure, the most cost-effective and efficient method of achieving the mini-
destruction, or modification. This includes having appropriate physi- mum security requirements. Other techniques (for example,

cal, personnel, administrative, and configuration controls. biometrics access control devices or smart cards) provide practical
alternatives for use in conjunction with, or in place of, password
2-13. SCI policy systems.

a. All AIS equipment used for processing, handling, and storing b. The ISSO or designated representative is responsible for man-
of SCI will be operated and secured in compliance with Defenseaging generation, issuance, and control of all passwords.
Intelligence Agency Manual (DIAM) 50—4, NSA Manual 130-1, c. After creation, passwords will be handled and stored at the
DCID 1/16, this regulation, or successor documents. level of the most sensitive data contained in the system. In the case

b. Prior to use, automated information systems located in a SCIFof multilevel security mode operations, passwords will be safeguar-
must be accredited under the provisions of this regulation, Defenseded according to the level of system access to which the user is
Intelligence Agency Manual (DIAM) 50-4, or National Security authorized. Knowledge of individual passwords will be limited to a

Agency Manual (NSAM) 130-1. minimum number of persons, and passwords will not be shared.
c. All AIS processing SCI and classified collateral information Passwords will be issued if the user has a confirmed authorization to
will comply with the following requirements: access the system.

(1) Any removable magnetic media placed in an AIS with fixed d. Methods of password distribution will be appropriate to the
media must be protected at the same classification level as thdevel of the data that they protect.
system. Fixed media include systems having memory retention ca- e. At the time of password issuance, individual users will be
pabilities such as internal memory retention devices or non-remova-briefed on the following:
ble hard disks. (1) Password classification and exclusiveness;

(2) Any removable magnetic media placed in an AIS without  (2) Measures to safeguard classified and unclassified passwords;
fixed media (for example, a diskless workstation in a client server (3) Prohibitions against disclosure to unauthorized personnel,
environment) must be protected at the highest classification level ofeven though they may be assigned to the same project and hold
any media used simultaneously in the AIS. identical clearances; and

(3) If the classification of removable media is more restrictive  (4) The requirement to inform an ISSO or designated representa-
than the level for which the AIS is accredited under this regulation, tjve immediately of password disclosure or misuse or other poten-
the special security officer (SSO) must be notified of a security tially dangerous practices.
violation, and the AIS must be protected at the more restrictive f A password will be issued only once and will be retired when
level. Additionally, the AIS accreditation must be resubmitted to the time limit has expired or the user has been transferred to other
accommodate the more restrictive level unless the system is comquties, reassigned, retired, discharged, or otherwise separated from
pletely sanitized and there is no intent to process at the morethe duties or the function for which the password was required. The
restrictive level in the future. holder of a password is the only authorized user of that password.

(4) All fixed media systems processing SCI data must be storedwithout proper authority, personnel may not use another person’s
in a GSA-approved container, or the SCIF must have authority for password or allow another person who does not have proper author-
open storage of SCI material. If such authority is not granted in thejty to use his or her password.
facility accreditation, permission will be requested through com- g passwords on classified systems will be changed at least quar-
mand channels to HQDA (DCSINT). terly. Passwords on nonsensitive and SBU will be changed semi-

d. Contractors utilizing AIS within a contractor SCIF that is in-  annually.
tended to process or store SCI in support of Army SCI contractual h. passwords will be inhibited, overprinted, or otherwise pro-
efforts will refer to DIAM 50-5, DIAM 50-4, AR 381-14, or tected from unauthorized observation on terminals and video
successor documents, and separate guidance provided from the Cogtisplays.
tractor Support Element, 716th MI Battalion, Fort Meade, MD j passwords for AIS processing SCI/SIOP-ESI must be ran-
20755. _ domly generated with, as a minimum, eight character strings using

(1) Supporting contractor support detachments (CSDs) of #@ 36 alphabetic-numeric characters. Passwords for systems proces-
902d MI Group may approve the entry of processing equipment intosing other classified or SBU information must be at least a eight
contractor SCI facilities (SCIFs). This approval does not constitute character string using the 36 alphabetic-numeric characters and do

processing approval. _not need to be randomly generated. At least two of the characters
(2) Department of Defense (DD) Form 254 (Contract Security should be numeric.

Classification Specifications) and other contractual documents will
require appropriate TEMPEST countermeasures to be applied in thesection VI
contract (see AR 381-14 (S)). Personnel Security
e. All equipment used to transmit, handle, or process SCI elec-
tronically (including communications, word processing and auto- 2-15. Training and awareness programs
mated information systems equipment) must satisfy the requirement&All individuals who are appointed as ISSPM, ISSMs, ISSOs, and
of AR 381-14 (S). Army activities processing SCI electronically systems administrators must complete an AIS security course of
will use AR 381-14 (S) for TEMPEST guidance. After consulting instruction equal to the duties assigned to them. All other personnel
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who manage, design, develop, maintain, or operate AIS will un- and performing ADP I, Il, and Ill duties are found in AR 380-67,
dergo a training and awareness program consisting of the followingchapter 9.
topics: ) _
a. An initial security training and awareness briefing for AIS 2-17. Foreign national employees _ N
managers and users. This briefing can consist of training material & Use of foreign national employees in positions that allow ac-
governing ISS in general but must be tailored to the system theC€SS t0 AIS |s_d|scouraged._ However_, Wh_en circumstances necessi-
employee will be managing or using. The briefing will include the tateé this practice, the requirements in this paragraph apply.
following: b. Army Regulation 380-67, paragraph 3-608, requires pre-em-
(1) Threats, vulnerabilities, and risks associated with the system.Ployment checks of prospective foreign nationals who will not re-
Under this portion, specific information regarding measures to re- quiré access to cIaSS|f|§d |nformat|on to perform their duties. Bgfore
duce the threat from malicious software will be provided, including employment, each foreign national must have a favorable National
prohibitions on loading unauthorized software, the need for frequentA9ency Check or host country equivalent. If the foreign national is

backup, and the requirement to report abnormal program behaviofi"ed prior to the completion of the security check, the employment
immediately. contract will state that retention in the position is contingent upon

(2) Information security objectives (that is, what is it that needs compleno_n of a_favorab!e security screening. .
to be protected?). C. quglgn nationals will not be employed in positions that meet
g}ﬁ definition of ADP | or Il, unless specifically approved by offi-

seg)ritsesponsmllltles and accountability associated with systcIals listed in AR 380-67, appendix F, paragraph F—2.

. . . d. Foreign nationals will not be employed in AIS positions which
Co(nii)delrna];%:]r:a“on accessibility, handling, and storaggvi" afford access to classified defense information except when the

; . . . foreign national meets the provisions for a limited access authoriza-

(5) Physical and environmental considerations that are necessary, (LAA) due to other special expertise. An LAA may be granted
to protect the system. only under the provisions of AR 380-67 and only if there are no
(6) System data and access controls. qualified U.S. personnel available. Access must be limited to that

(7) Emergency and disaster plans. _ _ _ described in the approved LAA, and the foreign national must be

(8) Authorized system configuration and associated configuration sypervised at all times by appropriately cleared U.S. personnel. The
management requirements. LAA must be reviewed annually to verify that it is still required as

b. Periodic security training and awareness, which may include approved and has not evolved into a need for greater access. The
various combinations of the following: LAAs will always be kept to the minimum, consistent with mission

(1) Self-paced or formal instruction. requirements, and will be terminated when no longer required.

(2) Security education bulletins.

(3) Security posters. Section VII

(4) Training films and tapes. Automated Information System Media

(5) Computer-aided instruction. . .
2-18. Protection requirements

2-16. Personnel security standards a. The AIS media consist of any substance or material on which
a. Personnel who require access to AIS processing classified deinformation is represented or stored, used for either input or output

fense information to fulfill their duties will possess a security clear- ©© @n AlS, or the media are an integral part of the AlS.

ance based on the appropriate personnel security investigation as b Users of classified media must protect the media in accordance

delineated in AR 380—67. with the procedures of AR 380-5 unless media is properly declassi-
b. Civilian, military, consultant, and contractor personnel meeting fied or destroyed pursuant to this regulation or NSA regulations.

the requirements of an automated data processing (ADP) 1, II, or Il C- All toner cartridge assemblies used in laser printers that are

position (see AR 380-67) will successfully complete a security Connected to a collateral classified AIS will be considered to be

investigation as listed below. The investigation must be completegunclassified after three blank pages have been printed. Cartridge
before the individual is permitted access to an AIS and is placed in@SSemblies used in printers connected to an AIS that processes SAP
an ADP position. or SCI must be controlled per NSA policies as defined in National

(1) ADP-I. Single Scope Background Investigation (SSBI) Security Telecommunications and Information Systems Security

g . . Agency Manual (NSTISSAM) COMPUSEC/2-90 and or DCI poli-
wit(r?)lrf:q%ﬁi;g National Agency Check or National Agency Check cies as defined in DCID 1/21.

(3) ADP-IIl. National Agency Check, Entrance National Agency o_1g. Labeling and marking media

Check, or National Agency Check with Inquiries. a. Personnel will mark and label all media that are not integral
c. Before users are granted access to any system, the systerfarts of the AIS according to the highest accreditation level of the
owner must determine if access requires a background check and theystem in which they were operated in accordance with AR 380-5.
type of background check required per the level of ADP sensitivity personnel must label components with memory capabilities accord-
and the ADP position requirements defined in paragraph b aboveing to the highest accredited classification of the system when they
d. All positions will be designated as Critical-Sensitive foremove the component for repair or exchange. Personnel will use
ADP-I, Non-Critical Sensitive for ADP Il, and Non-Sensitive for Standard Form (SF) 706 (Top Secret), SF 707 (Secret), or SF 708
ADP I1ll per AR 380-67, paragraph 3-101. (Confidential) to mark non-paper collateral classified media. Person-
e. Criteria for occupying an ADP 1, II, or Il position are con- nel will affix two lables to SCI media, SF 712 (Classified SCI), and
tained in AR 380-67, paragraph 2—200. Commanders or supervisors& completed SF 711 (Date Descriptor). The SF 711 will indicate the
who become aware of adverse information, either through the for-security classification of the data. The SF 712 is provided by the
mal security investigation or through other official sources, will Defense Intelligence Agency, Application Division, Bolling Air
follow the procedures in chapter 8 of AR 380-67, which may Force Base, Washington, DC.
include suspension from duties. Suspensions or other more adverse b. Personnel will use the label SF 710 (Unclassified) to label
actions will be based on the normal security clearance determinatiorunclassified media that contain data representatives that cannot be
process contained in AR 380—67. The investigation must be successread by the human eye when media are stored, transmitted, or
fully completed prior to assigning an individual to any ADP | or Il otherwise intermingled with classified media.
duties. c. Personnel will mark paper printouts from AIS in accordance
f. Additional responsibilities for personnel managing, supervising, with AR 380-5, chapter 4.
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d. General requirements for accountability, receipting, transmis- DAA elects to approve the use of non-removable, nonvolatile media
sion, and all other measures for classified material prescribed in ARon AIS processing classified information, specific countermeasures
380-5 will apply to AIS media as appropriate to its classification. must be implemented to ensure that classified information is not

e. Personnel will mark and label all compact disks (CDs) for AIS written on such media. These countermeasures must be identified in
according to the highest classification level of the system in which the accreditation documentation. Administrative techniques, such as
they were operated. Personnel will mark the non-readable side ofan SOP requiring users to write classified information only to re-
the CD with permanent ink to the case and the accreditation level ofmovable media, are not sufficient to meet the requirements of this

the system in which it was operated. paragraph, due to the high possibility of user error and the possibil-
ity of systems or application software using the non-removable

2—29. Clearing, purging, declassifying, and destroying media for its files.

media c. Appendix F of this document provides additional information

~a. Clearing of media means erasing or overwriting all informa- concerning fixed storage media containing sensitive compartmented
tion on the media without the totality and finality of purging. The information.

clearing procedure is adequate when the media will remain within

the facility; however, removable media must continue to be con- Section VIII

trolled at their prior classification or sensitivity level. Purging or Network Security

sanitizing of media means to erase or overwrite, totally and une-

quivocally, all information stored on the media. Declassifying of 2-22. Two views of a network

media refers to the administrative action taken after it has been a. The provisions of this regulation apply to networks, which are
purged. Declassifying is required when the media must leave theincluded in the definition of an AIS. However, for the purpose of
facility under the control of uncleared personnel; for example, for applying these standards and identifying responsible officials, the
maintenance operations. following views of a network must be considered:

b. The decision to declassify media will be made only after (1) The Interconnected Accredited AIS (IAA) view is one in
comparing the inherent risks (in the Magnetic Media Remanencewhich the network is treated as an interconnection of separately
Guide - Rainbow Series) with the financial or operational benefit of created, managed, and accredited AIS. An IAA consists of multiple
media declassification. For example, destruction of media is nor-systems that have been accredited to operate within a range of
mally more appropriate than declassification and reuse, given thevalues and may include systems that do not fall under DOD
low cost of the media. directives.

c. Media can be declassified only after purging. The appropriate (2) The Single Trusted System (STS) view is one in which the
ISSO must verify that the technique chosen for purging (or sanitiz- network is accredited as a single entity by one DAA. The STS view
ing) meets applicable requirements. Additionally, the 1ISSO mustis normally appropriate for local area networks but can also be
establish a method to periodically verify the results of the purging. applicable to wide-area networks for which a single agency or
As a minimum, a random sampling will be taken to verify each official has responsibility.
purge. b. The following security provisions are applicable to the IAA

d. Degaussing must be accomplished using NSA-approved equip-view network:
ment from the Degausser Products List of the Information Systems (1) Even though there are multiple individually accredited AlS,
Security Products and Services Catalogue. Information there should still be a single identified network DAA (for example,
degaussers is available through the information systems securityDISA has overall control and publishes security parameters for use
management structure. Some listed products may be used only tof the Defense Data Network (DDN)). However, a central focal
degauss magnetic media that has coercivity no greater than 35@oint cannot always be identified. In this latter case, each individual
oersteds (also known as type | media), while others are approved foAIS DAA must establish procedures to protect the data contained in
media with coercivity no greater than 750 oersteds (also known asthe AIS and to ensure that only authorized data are transmitted on
type Il media). Certain tape media have a coercivity greater thanthe IAA network.

750 oersteds (also known as type Ill media) and cannot, at this time, (2) The DAA of the individual AIS must specifically approve
be completely degaussed. (See app F for more information.) connection of the AIS to an IAA. This approval will be part of the

e. AR 380-5 governs destruction of most AIS media. Appendix F AIS accreditation. It will be made only after assessing the additional
(of this document) and DCID 1/21 provides guidance on destructionrisks involving the potential exposure of data within the larger
of laser printer cartridges. A CD-ROM will be destroyed bgommunity of AIS infrastructure.
scratching both surfaces with some abrasive substance to render the (3) The DAA’s approval will include a description of the classifi-
CD unreadable prior to breaking the CD into numerous pieces withcation and categories of information that can be sent over the IAA.
some type of impact devices. Unless the AIS is accredited for multilevel operations and can relia-

f. Storage media containing Sensitive Compartmented Informa-bly separate and label data, the AIS is assumed to be transmitting
tion (SCI) will be handled as stated in appendix F of this document.the highest level of data present on the system during network

connection.
2-21. Non-removable storage media (4) The DAAs of the participating AIS and the DAA of the

a. Using an AIS with non-removable, non-volatile media fopverall network (if one has been designated) will sign a Memoran-
processing classified information is discouraged. Classified informa- dum of Understanding (MOU). In those cases where standard proce-
tion may not be stored on such media except under one of thedures for connecting to the network have been defined by a DAA,

following conditions: those procedures, coupled with the approval of the DAA to connect,
(1) The AIS is housed in an area approved under AR 380-5 forwill serve as the MOU.
open storage at the highest classification level processed. (5) Connections between accredited AIS must be consistent with

(2) The AIS can be secured when unattended in a storage conthe mode of operation, sensitivity level or range of levels, and any
tainer approved for the highest classification level of information other restrictions imposed by the accredited AlIS.

processed. (6) Connections to unaccredited AIS (that is, from other agencies
(3) The AIS is continually controlled by individuals cleared for or non-governmental entities) are authorized, but only nonsensitive
the highest level of material stored. unclassified and SBU data may be transmitted to and from such

(4) The media are declassified according to this paragraph duringAlS. Data that are SBU must be afforded the proper protection
all periods when they are not attended by properly clearestjuirements (data confidentiality, data integrity, and data availabili-
individuals. ty) to ensure compliance to paragraph H-é6 this regulation.

b. If the conditions of paragrapa (above) are not met and the (7) National Computer Security Center - Technical Guidance
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(NCSC-TG) —005 contains additional restrictions that apply to con- that user. Users will not be re-instated until the ISSO or his
necting AIS to an IAA when the AIS is accredited in the multi-level designee has verified the reason for failed log-on attempts.
or compartmented mode. ) .
c. The following security provisions apply to the STS view of a 2-24. Employee-owned computers and off-site processing
network: a. Army Regulation 25-1, chapter 5, contains policy on approval
(1) The STS view of a network provides the greatest probability © USZ employtee-ownedt colmputers. I” ap_ﬁ:ovzleld for use, em?lct)%/_ee-
that security will be adequately addressed in a network, and it will ©VN€d computers must also comply with all provisions ofF this
be used in lieu of the IAA view whenever possible. Legulatlon, |ndclud|ng a(I:credltatlon.dClassmed information will not
(2) Sensitivity category and mode of operation of the STS net- ebpfb?rcrﬁjslgegﬁlr;tgnpzcéyele_gr\?g})eter %On;rl)su(}eécs)htains the policy for
work will be determined as described in paragraph 2-2 above. , . . ey ' . - .
Minimum requirements of paragraph 23 arpe fu?ly gpplicable in- obtaining approval to process Government information at locations
cluding the minimum trusted class requirement when the networkOther than at the normal work:site.

operates in other than the dedicated mode. Part | of theys Tactical or Battlefield Automation Systems

NCSC-TG-005 can be used to determine how to interpret DOD 4 The requirements of this regulation apply to Battlefield Auto-

5200.28-STD for an STS network. Additionally, part Il describes mation Systems (BAS), to include all systems developed under the

three other Security services (each with three sub-elements that MUSPEQ/PM structure. When one or more of the minimum Securi[y

be addressed in the STS network accreditation): requirements from paragraph 2-3 are impractical because of the
(a) Communications integrity, including authentication capability, function or design of the BAS (that is, it is not intended for, nor can

field integrity, and ability of the network to enforce non-repudiation it be converted to, a general purpose garrison environment), the

of a message; generic accreditation will address this situation and will describe
(b) Denial of service characteristics, including continuity of oper- how that particular requirement is not applicable and does not pres-

ations, protocol-based protection against denial of service, and adeent an unacceptable risk to the information.

quacy of network management; and, b. Prior to deployment or fielding, BAS will be generically ac-
(c) Compromise protection, including data confidentiality, traffic credited in accordance with chapter 3.

flow confidentiality, and the ability to route transmissions selec- c¢. Any BAS which also function as peacetime systems must fully

tively in the network. comply with this regulation. Their accreditation must address opera-
(3) The security services described in paragraph (2) above can b&on in both garrison and deployed modes.

addressed only in a subjective manner and may not be applicable or d. The following additional items must be considered in the secu-

desirable in all situations. Nevertheless, ISSOs and network DAAsTity planning for BAS:

must consider each of them in defining their network security re- (1) Physical security objectives and safeguards (para 2-10) and

quirements and develop countermeasures for those services that aiysical security standards (para 2-13) must be employed to en-

required but not present. hance security during transportation of BAS.
(2) Mechanisms must be available to render the BAS inoperable
Section IX in case of imminent capture. Methods of purging (or sanitizing)
Miscellaneous Provisions classified AIS media (per para 2-21) and methods of destroying
hard copy and AIS media (per AR 380-5) must be developed.
2-23. Remote devices (3) For systems processing SCI or SIOP-ESI, the system archi-

a. Remote terminal devices must be secured consistent with thetecture, security classification level processed, security safeguards,
mode of operation and information that the remote terminal is au-and intended use of BAS, deployable AIS, and networks must be
thorized to access. included in the System Security Plan and Security Concept of Oper-

b. Remotely accessed computer systems and file servers mus@tions documents. The DAA (both generic and operational, as ap-
possess features to positively identify users and authenticate theiPropriate) may accredit the BAS to operate in-garrison, in-transit,
identification before processing. and while deployed for exercises and operational missions.

c. Physical safeguards will be implemented to ensure that only

X - . 2-26. Laptop, notebook, or portable automated
authorized persons use remote terminal equipment and that onbfnformation systems

authorized persons receive and remove sensitive information from "' Laptop/notebook computers or any other computers designed
the remote access areas. During periods when effective monitoring, )y, periodic relocation must be accredited in accordance with
cannot be maintained, the doors to these terminal areas will bechapter 3 of this regulation by the appropriate DAA. The DAA may
locked or the terminals otherwise secured, to prevent loss, damage, . redit more than one computer on one document. The DAA will
or unauthorized access. ] o = indicate on the accreditation document exactly where the computer
(d. An AIS with remote terminal access containing classified data ay pe taken and the kind of classified material that may be stored
will have a “time-out” protection feature that automatically discon- op ‘the computer. Users of the portable computer must follow the
nects the remote terminal from the computer after a predeterminedyccreditation instructions at all times, and users must possess a copy
period has passed without communication between the terminal ancy the accreditation documentation at all times when the computer is
the computer. The system should make periodic checks to verifyremoved from their regular place of work. Any media or other
that the disconnect is still valid. The automatic disconnect must bematerial produced by the computer must be handled and stored by
preceded by a clearing of the remote terminal’s screen followed byysers of computers in accordance with AR 380-5. If a computer
the recording of an audit trail record for the System Administrator contains a non-removable hard disk that stores classified material,
to use. The time period should not exceed 15 minutes but may varthe entire computer must be stored in an approved storage area at all
depending on the sensitivity of the data, the frequency of use andimes that the computer is not in the possession of the user. Users of
location of the terminal, the strength of the audit mechanism, andportable computers must not enter SCIFs with the computer without
other physical or procedural controls in place. The time-out featurethe approval of the local special security officer.
is not required if the accreditation authority determines the AIS b, If the accreditation document so provides, classified processing
must remain active because it is being used as a communicationgnay be done on laptop or notebook computers if it occurs in normal
device. However, physical security for the terminal will meet the work areas otherwise acceptable for the storage, preparation, or
requirements for storage of data at the highest level that could bediscussion of classified material. The accrediting authority may limit
received at the terminal. the classified processing to the user’s regular place of work or, in
e. Systems that process classified or SBU information will limit cases of compelling operational need, may include approved areas
the number of user log-on attempts to three before denying access twhile at a Temporary Duty (travel) (TDY) location. In the latter
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case, the user will carry a copy of the accreditation statement whileto detect “hackers” and other unauthorized personnel attempting
on TDY. Media or output products produced must be handled persystem penetration.
this regulation and AR 380-5, including marking and storageb. The ISSOs will review all incident reports and related docu-
standards. mentation and, in cooperation with other security and investigative
c. If the computer configuration includes nonremovable hagersonnel, advise the ISSM and commander or manager having
disks that store classified material, the entire system must be storefurisdiction over the possible system penetration or security viola-
in an area approved for storage of the highest classification oftion. The ISSM will ensure that all available audit trail information
information the system is accredited to process when left unattends maintained until the incident is resolved.
ded. The provisions of paragraph 2-22 above also apply to configu- C. In those cases where AIS security incidents affect the sup-
rations that include non-removable media. ported user community, the ISSM must formally advise all users of
d. Accreditation for laptop or notebook computers generally must the problem and the action taken or expected. The centralized inci-
address processing in the user's normal work location and in thedent reporting activity for the Army will, through the ISSM or
official travel location. If classified processing is included in the SSO, as appropriate, provide the user with guidance and instruc-
accreditation, TEMPEST (inspectable space) requirements must bdions received from the CID or CI. _ _ _
addressed for the normal work location. When approval has been d- If the cause of the incident can be directly attributed to admin-
granted to process classified information at a temporary location for!Strative error and be readily corrected then no further action is

more than 90 days, a TEMPEST Countermeasures Review must b&eduired. Otherwise the incident will be reported by the ISSO to the
performed for that location per AR 381-14 (S). centralized incident reporting activity for the ACERT and to the

appropriate ISSM. The initial notification will be within 24 hours

e. Personnel will not be allowed to enter and exit sensitive com- nd will includ brief statement containing the location affected
partmented information facilities with laptop/notebook or other port- &N¢ Wil Include a briet statement containing the focation attected,
Ystem, a description of the suspected or confirmed incident, action

able computers unless approval has been granted by the local specifsx

security officer (SSO), after coordination with the site ISSO aken, and point of contact. The centralized reporting activity wil
' ' provide further guidance on any reporting requirements.

e. In cases where vulnerabilities have been revealed, support is

2-27. Automated information system security incidents available from AGERT and DISA.

a. Any AIS security incidents will be investigated to determine S . . .
y y 9 _ f. When the incident is also reportable as a generic technical

their cause and the cost effective actions required to prevent reoc | bilit d bed ab ired (s 10 Army’ tral
currence. Suspected or actual incidents will be reported to the ap-yu nerabiiity as described above, required reports 1o Army's central-

propriate 1SSO, who will notify the ISSM. Concurrently, thézed reporting activity may be consolidated and will cite both appli-
operator and ISSM will notify the Army Computer Response Team/ cable portions of this regulation.
Coordination Center (ACERT) or its subordinate CERT infrastruc-
ture and request immediate technical assistance. The LIWA will
notify HQ, CID; DISA/automated systems security incident support Chapter 3
team (ASSIST); and ACCO INSCOM of actual penetrations of : o
Army AIS. The ISSO or ISSM should also notify the supporting Automated Information System Accreditation
CID and INSCOM offices if an unauthorized person successfully 3_1  accreditation overview
penetrated the AIS. The two commands will coordinate to determine  a, This chapter outlines policies governing the security accredita-
investigative jUI’ISdICtIOI’l, with CID taklng the lead if there are no tion of Army AIS and networks. Basic goa|s include ensuring that
indications of foreign intelligence service (FIS) involvement. If FIS accreditation efforts will be appropriate for the system being evalu-
involvement is suspected or known, INSCOM will initiate a Subver- ated as well as cost-effective. Accreditation is based on the process
sion and Espionage Directed Against the Army (SAEDA) report per of collecting and analyzing information pertaining to the security of
AR 381-12. The U.S. Army Intelligence and Security Command an Army AIS.
will notify the FBI if FIS involvement is known or strongly sus- b. The DAA will be identified for each AIS or for networks
pected. The CID will investigate fraud, extortion, theft, and other processing classified or SBU information. The DAA will ensure the
criminal acts involving Army AIS. If CID, INSCOM and the FBI  following actions are accomplished:
rule out FIS or criminal activity and decline investigative jurisdic- (1) The requirements of this regulation and other applicable pro-
tion, the reporting command or agency is authorized to initiate acedures dealing with ISS are followed.
preliminary inquiry per AR 380-5 or AR 15-6 to determine and fix  (2) Accreditation statements issued by the DAA are based on the
the security vulnerabilities contributing to the security incident. The DAA’s review and approval of the system security countermeasures
LIWA ACERT may request assistance from the DISA/ASSIST. employed.
Examples of the types of incidents that will be reported include but (3) The countermeasures approved by the DAA in the Accredita-
are not limited to the following: tion Statement are implemented and maintained.

(1) Known or suspected intrusions or attempted intrusions into (4) A program of recurring reviews exists for reaccrediting the
classified and unclassified AIS by unauthorized users or by author-AlS when significant changes to the system occur.

ized users attempting unauthorized access. (5) The AIS or networks that they accredit do not process data
(2) Unauthorized access to data, files, or menus by otherwisewith a sensitivity level beyond the scope of the accre_dltatlon. _
authorized users. (6) The security countermeasures selected and applied are suffi-

(3) Indications of an unauthorized user attempting to access thecient and necessary to counteract the identified risk to the system
AIS, including unexplained attempts to log-on unsuccessfully from a @nd are cost-effective relative to other equally effective measures.
remote terminal. (7) Security requirements are incorporated in the planning for

(4) Indications of unexplained modifications of files or unrequ- SYStem expansion. L
ested “writes” to media. (8) A security education and awareness program is in place that

nexplain recei rminal h receint of M€€ts the minimum requirements of this regulation.
un(rse)qJJes(taég ?:]fggmc::itg#t eceived at a terminal, such as receipt o (9) An ISSM or ISSO with adequate training to carry out the

(6) Inconsistent or incomplete security markings on output with du(tlleos) (X ;@E‘umncng;] '; narlzzorle];oraﬁgcpn a'loi\rllfaig(radn?rgwgg((:brd ance
extraneous data included in the output, or failure to protect the y P prep

output proverl with this regulation.
$ A?) P yl " c. Accreditation is the DAA’s formal declaration that an AIS or
ES; MaTiZ{(r)T; ;Zfstvsg:eresponse. network is approved to operate as follows:

g . . . (1) In a particular security mode of operation and security classi-
(9) Alerts by network intrusion detection (NID) systems installed fication level.
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(2) With a prescribed set of minimum environmental, technical, c. The generic accreditation will address the projected local oper-

and non-technical security countermeasures. ating and risk environment for the system. The using activities
(3) Against a threat assessed by the supporting intelligence staffshould not normally be required to take significant additional steps

office. to accredit the system. If additional security measures are necessary
(4) In a properly secured area in a clearly defined operationalfor a particular operating environment, they will be added as a

environment. supplement to the generic accreditation by the using command. The
(5) Under stated short- and long-term goals. follow_ing must be accomplished in support of a generic
(6) With stated interconnections to other AIS or networks. accreditation:

(1) Clearly define the environment in which the system is to
operate at the beginning of concept development. This facilitates an
orderly analysis of the threats to which the system will be exposed
and the subsequent determination of the appropriate security re-
]quirements for the system. Environmental factors that influence the
security requirements include the users and their level of clearance;
ysource, frequency, and types of input or output; levels of classifica-
tion of the data; communications requirements; and physical protec-
tion afforded the system.

(2) Establish and integrate security milestones into the life-cycle

(7) At an acceptable level of risk for which the accrediting au-
thority has formally assumed responsibility.

d. Accreditation is the official management authorization to oper-
ate an AIS or network and is based, in part, on the formal certifica-
tion of the degree to which a system meets a prescribed set o
security requirements. The accreditation statement affixes securit
responsibility with the accrediting authority.

e. Accreditation addresses the system’s perimeter, its boundary
and its relationship to other AIS and networks in a particular in-
frastruct_ure. The perimeter surrounds the specified set of equmenb,an of the AIS. The AIS developer will ensure that users, data
and peripherals under the control of the DAA. The boundary en- o, ners, system security officers, and accreditation authorities are
compasses what may be a much larger environment that includesygved in defining and implementing security requirements and
for example, remote users, dial-in users or global network usersha; g security plan for meeting these requirements is prepared and
access to other AIS that are not controlled by a single DAA. Theimplemented.
boundary may encompass numerous systems, Users, organizations, (3) |ncorporate in procurement and acquisition documents appli-
and networks that support a similar mission objective. The collec- caple security requirements and requirements of DOD 5200.28-STD
tion of all potential users of the AIS (that is, users within the system 5 jts interpretations (the Rainbow Series) as they apply to the
boundary) is used to determine the security mode of operation. Onlyproposed mode of operation.

AIS equipment and peripherals within the perimeter of the AIS must ¢, |dentify the following during the initial stage of system design:

be specifically identified in the accreditation document. However, (1) The accreditation authority: the DAA will be designated
security requirements for AIS equipment or peripherals accessingpefore the system design process begins to ensure applicable secu-
the system from outside the AIS perimeter, not controlled by the rity requirements are integrated into the proposed AlIS.

DAA, will also be addressed in the accreditation. (2) The ISSM for the system during pre-dep]oyment: the pre-

f. Accreditation must address each operational environment of thedeployment ISSM ensures that the provisions of this regulation are
AIS for both fixed and deployable configurations. For example, an met before system fielding. The pre-deployment ISSM will be dis-
AIS may operate at one sensitivity level or mode of operation in atinct from the using activity ISSM who has purview over system
standalone mode and connect to a global network with anothersecurity after the system is operational.
mode or sensitivity level. The accreditation must clearly establish (3) The classification of information to be processed.
procedures for transition between the two environments. Multiple (4) The security mode of operation.
operational environments can result in multiple accreditation for a (5) The required minimum evaluation class from DOD 5200.28
single AIS if different DAAs are involved. However, in the concept STD (see app E).
of the operations document, a single accreditation that addresses all e. The following pre-fielding milestones will be developed:
variations is sufficient. (1) A definition of the security requirements of the sysfEnis

g. The AIS which provide remote access to a larger, clearly will be based on the minimum evaluation class and on a detailed
defined system do not require individual accreditation, but they risk analysis that addresses all projected employment options for the
must follow the security requirements of the larger system accredita-system.
tion. When such AIS will be used to process data unrelated to the (2) A plan to test and certify that the system meets the technical
larger system, they must be accredited before processing the unresecurity requirementdn addition to the technical security require-
lated data. ments, a plan to ensure that environmental and physical security

h. There are two general categories of acceptable AIS accreditafequirements are satisfied must be prepared prior to fielding. This
tion within the Army: generic accreditation of centrally fielded AlS certification testing should be part of the overall testing of the
and operational accreditation of AIS that are procured or obtainedSystem. The DAA will coordinate with ODISC4 for planning, con-
locally. Centrally fielded systems will be accredited under the ge- duct, and approval of certification testing. (For DODIIS Core Prod-
neric approach unless DISC4 approves an exception for unusualCt testing, see para 3-9, below.) The test report is an integral part
circumstances. In the latter case, developer preparation of a usergf the accreditation. o
security guide, security certification, and all other portions of para- (3) An accreditation document paragrapthe accreditation doc-
graph 3-2 (except the actual accreditation statement) are $fffent will be fielded with the system as either a separate entity or a

applicable. distinct part of the system documentation. It will incorporate the
technical certification with the nontechnical security measures and
3-2. Generic accreditation will address the items contained in the accreditation format at ap-

a. Under the generic approach, systems fielded to multiple usersPendix D. _
are accredited as a single entity prior to fielding. While generic _ (4) A security SOP for users, operators, and ISSIbe security
accreditations will lessen the administrative burden for the field SOP Wwill be fielded with the system as either a separate entity or a
users, local ISS officials must still ensure that AIS under their distinct section of the system’s operating manuals. This SOP will
purview are operating under the terms of the generic accreditation!dentify all required security measures that must be enforced to

b. The generic accreditation will be applied to AIS fielded under CPerate the system at the level of classification and in the mode of
the PEO/PM structure. Additionally, generic accreditation are appro- operation for which it is accredited. It will incorporate all the coun-
priate whenever a single office or agency is responsible for fielding termeasures appropriate for the system and will address, as a mini-
an AIS to multiple Army users. The ISSO will integrate new AIS mum, the physical, personnel, hardware, software, communications,

into the established architecture and ensure that the new AIS do no[?rocedural, and emissions security countermeasures upon which the

. o . accreditation is based.
adversely affect previously certified and accredited AIS. (5) A security classification guideThese security classification
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guides (SCGs) will be fielded either as a separate entity or as a f. The DAA, or a person appointed by the DAA, approves the

distinct part of the system’s documentation when the system will results of the certification. For generic accreditation, the certification

process classified information. This will conform with the headquar- testing and approval must be a separate, distinct event in the accred-

ters classification guide and is highly important for systems support-jtation process.

ing a tactical force. _ , g. For operational accreditation, the ISSM or ISSO preparing the
f. The generic accreditation documentation W|II_ be_ forwarqled 10 sccreditation will supervise security certification.

the ISSPM of each Army MACOM and each major installation or h Th f th ificati " i ith th .

activity ISSM receiving the system following DAA approval. The - The extent 0 the certification effort wi vgry with the security

MACOM ISSPM, together with the command information manager M0de of operation of the system as follows:

and command functional user representative, will either accept the (1) Dedicated security moddhe certification will focus on the

generic accreditation or prescribe additional measures or procedurephysical, procedural, and personnel security measures that ensure

to meet the needs of a unique operating environment. Such addithat all users have the appropriate clearance, access approval, and

tional measures will be appended to the generic accreditation toneed-to-know for all data on the system. The certification effort will

constitute the system accreditation in that MACOM. not be extensive, since the system is not required to separate users
g. The AIS subject to generic accreditation will not be fielded or and data with technical security measures.

operated in a MACOM until the cognizant ISSPM has granted an (2) Systems high and compartmented security nmoke. certifi-

approval to operate on behalf of the MACOM commander. cation will cover the same factors as the dedicated mode. It will also

establish that the hardware and software reliably separate users from

3-3. Operational accreditation . . ,, )
Operational accreditation is applicable to all AIS that have not beend"y data for which they do not have a “need-to-know” or for which
they do not have formal access approval.

accredited by a generic accreditation. Operational accreditation is ) i s ]
also required for AIS covered by a generic accreditation if the AIS  (3) Multilevel security modeThe certification will address the
operates beyond the security bounds of the generic accreditationsame factors as (1) and (2), above. It will also assure that the system

Operational accreditation may apply to the following areas: software and hardware can reliably separate users from data on the
a. A single AIS. system for which they are not properly cleared.
b. A grouping of more than one AIS sharing the following

characteristics: 3-5. The accreditation process
(1) The same DAA. a. The time and manpower expended in the accreditation process

(2) Common risks and countermeasures to combat these risks, ag,yst be proportional to the system size, criticality, mode of opera-
determined by the risk management process. tion, data sensitivity, and number of users. The process may be

) Comtr)non data dsgnsitivi_ty.lAII AIS (;’.Vith, differingddgtahsensi- significantly streamlined if the accreditation addresses small com-
tivity may be grouped in a single accreditation provided that para- , o5 or other AIS operating in the dedicated mode. Appendix D

graphsa andb above apply and that the accreditation documentation contains the security plan format, which is the basis for the accredit-

clearly segregates the different levels and the security measures_. .
applicable to each level. ation documentation. The depth of treatment for each element of the

security plan should vary with the factors discussed below.

3-4. Certification b. The accreditation process that leads to either generic or opera-
a. Certification is a technical evaluation of the effectiveness of tional accreditation involves the following steps:

AIS security features and supports the accreditation decision. Certi- (1) Develop a security plan. Refine the plan throughout the ac-

fication verifies that the AIS security functions are correctly imple- creditation process.

mente(_j and s_uf'fluent to support the_ mode'of operation and 'the (2) Determine accreditation goals and objectives. Include a re-
security policy for the system in an intended operational

environment. view and validation of the need for the subject operations.

b. The DISC4 will coordinate with technical personnel who will  (3) Define the proposed AIS operations. Define the key security
conduct a certification test under a certification plan to determine if féatures forming the basis of the accreditation and identify the
an unclassified, SBU, or collateral system adequately meets presSecurity mode of operation.
scribed security requirements. Commander, INSCOM, will coordi- (4) Conduct a risk management review to identify risks and
nate with technical personnel for certification of SCI systems. countermeasures (chap 5).

_c. Certification primarily addresses software, hardware, and(s) Select the security countermeasures required by the risk man-
firmware security measures. It must also consider procedural, physi-ggement review.
cal, personnel, and emissions security to the extent that these meas-

' ; (6) Employ a Certification Plan to establish that the AIS per-
ures are employed to enforce security policy.

d. Using products or systems listed in the NSA Information Sys- forms the security functions that support the mode of operation and

tems Security Products and Services Catalogue will not negate theecurity policy for the.syste.m. . . .
requirement for certification. However their use can greatly reduce (7) Develop a security guide to provide security instructions for
the testing required for certification approval. In many cases, usingAlS users, operators, and the ISSO.

NSA-approved products can reduce the certification effort to simply  (8) Modify the security plan as appropriate, add relative attach-
establishing that the product is installed and implemented accordingments, and forward the plan to the DAA for approval (see fig 3-1
to the specifications. Since only a limited number of NSA-approved for an example of the format of an accreditation approval
products are available that can satisfy user's requirements, othegtatement).

COTS and GOTS products should be integrated into the AIS. Certi- ¢ accreditation documentation describes the system in detail.

fication testing of COTS and GOTS products must be performed t01e gocymentation must be protected to the degree that its compro-

ensure that the infrastructure security posture is maintained per_. ; ; ; : : . -
DOD 5200.STD, TCB C2 level of compliance. mise would jeopardize the security of the information contained in

T . . L th tem, since it reveal tem vulnerabilities. Th menta-
e. Certification is a key element of generic accreditation. The € system, since 1t reveass syste ulnerabilities e documenta

- g ) ; tion will be handled as stated in AR 25-55. Accreditation docu-
security certification testing will be performed as part of the overall ments should be written so thev do not reveal vulnerabilities
system testing. However, security-relevant test objectives will be iing the d ts 1o be cl y_f_ d higher than S i
identified as separate events. Where practical, individuals who com-"€4qU"ng the documents 1o be classitied higher than Secret.

plete the certification should be independent from the developers d. Documentation will be forwarded to the accreditation authority
staff. in sufficient time to be acted upon before operation of the system or

the expiration of any existing accreditation.
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OFFICE SYMBOL (Marks number) Date

MEMORANDUM FOR XXXXXX
SUBJECT: Automated Information System (AIS) Accreditation

1. Reference AR 380-19, Chapter 3, (date), Subject: Information Systems Security.
2.lhavereviewedthesecuritymeasuresthathavebeenplannedandimplementedintheareasofsecu-
rity management (thatis, software, hardware, procedures, communications, personnel, and physical
security)and operationofthe (computer,room, building, andaddress) anditsassociated peripher-

als) is considered to be an acceptable risk.

3. Accordingly, accreditation is granted to store and process (insert sensitivity level from para-
graph 2-2a) information in the (insert security mode from paragraph 2-2b) security mode.

4. Areaccreditation is required if any event listed in paragraph 3-6 of reference 1 occurs.
(Signature)

Authentication by
Accreditation Authority

Figure 3-1. Example of the format of an accreditation approval statement

3-6. Reaccreditation 3-8. Designated approving authorities

a. All AIS accredited under this regulation will be reaccredited  a. The DAA will be appointed for operational accreditation, as
within 3 months following any event below: follows:

(1) Addition or replacement of a major component or a signifi- (1) The following individuals are accreditation officials for SCI
cant part of a major system. and SIOP-ESI systems:

(a) Dedicated SCI with no network connectiofbe MACOM
commanders are the accreditation authorities for systems that proc-
o : . ess SCI and operate in the dedicated mode, provided these systems
sogazlafe significant change to the operating system or executive _do not include_ external conneptions. General_ officers or a senior

| . L . . intelligence officer (SIO) authorized to authenticate correspondence

(5) A breach of security, violation of system integrity, or any {5 4 \MACOM commander may sign accreditation statements. A
unusual situation that appears to invalidate the accreditation.  cqhy of each accreditation statement will be furnished to Command-

(6) A significant change to the physical structure housing the AIS er, INSCOM (IAFM-TA), 8825 Beulah Street, Fort Belvoir, VA
that could affect the physical security described in the accreditation.p2060-5246. The DCSINT is the accreditation authority for SCI

(7) The passage of 3 years since the effective date of the existingystems not under the purview of a MACOM commander.

(2) A change in classification level of information processed.
(3) A change in security mode of operation.

accreditation. (b) Systems high SCI with no network connectiSystems high
(8) A significant change to the threat that could impact Army SCI with no network connections can be accredited by the
systems. MACOM. The DCSINT is the accreditation authority for systems
(9) A significant change to the availability of safeguards. that process SCI in the systems high security mode with connection
(10) A significant change to the user population. to external networks.

b. Reaccreditation will include the same steps accomplished for _(C) Compartmented/multilevel or network connection STHe
the original accreditation; however, those portions of the documen-Director, DIA, is the accreditation authority for all systems that
tation that are still valid need not be updated. process SCI not covergd bg) (or (b) above. The Director, NSA, is

c. Reaccreditation of AIS and networks that have been included thedDAf\ ErEcrY_?Lologl_c systems unde][f this hmode ofd_op(_eratlon.
in an infrastructure under the site-based accreditation (SBA) concept (d) SIOP-ESI.The Director, Joint Staff, is the accreditation au-
(para 3-11 below) is not required. The AIS and networks will be .ho_rlty fqr systems processing SIOP-ES| data. Requests for accred-
maintained under the configuration management requirements an fation will be prepared per MJCS 75-87 and forwarded through the

- - d - : eputy Chief of Staff for Intelligence (DAMI-IM), 1000 Army
compliance validation techniques provided in the SBA concept. Pentagon, Washington, DC 20310—1000.

(2) MACOM commanders and the Administrative Assistant to
the Secretary of the Army (acting as the HQDA MACOM) are the
accreditation authorities for Top Secret collateral systems operating
in the dedicated, systems high, or compartmented security mode.

3-7. Accreditation records
A copy of the AIS accreditation or re-accreditation documentation
will be maintained with the system and should be retained by the

accreditation authority or the ISSM. The MACOM commanders and the Administrative Assistant to the

a. Copies of accreditation documentation to support site-basedggcretary of the Army may further delegate, in writing, accreditation
accreditation or systems processing SCI must be provided to theauthority to general officers, a MACOM SIO, or to Senior Execu-

designated accreditation authority. _ _tive Service personnel within their commands or agencies. Such
_b. Copies of generic accreditation documentation must be main-delegation may be by name or by established position titles.
tained by the systems developers. (3) The MACOM commanders and the Administrative Assistant

to the Secretary of the Army are the accreditation authorities for
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Secret/Confidential systems operating in the dedicated, syst&@G$ systems that directly and indirectly support the common mis-
high, or compartmented security mode. The MACOM commanders sion of the site or that do not support the common mission of the
(and the Secretary of the Army’s Administrative Assistant) may site but are geographically located within the site. Once site bounda-
further delegate, in writing, the accreditation authority to personnel ries have been established, a request for approval must be submitted
at the minimum rank of colonel, GM-15, or GS-15 and who are to DCSINT prior to designating a site and certifying the systems
occupying a position of command or of principal staff officer at an within the site. The request must define the physical locations and
installation or general officer command. Such delegation may be byinter-connectivity of the AIS and networks. Documentation for sites
name or by established position titles. certified and accredited under the site concept will be maintained
(4) The MACOM commanders and the Administrative Assistant through the configuration management process and security compli-
to the Secretary of the Army are the accreditation authorities for ance reviews. The ISSM will integrate new AIS into the established
SBU systems operating in the dedicated or system high mode ofsite baseline and ensure that they do not adversely affect previously
operation. Additionally, MACOM commanders and the AA to the certified and accredited AIS.
Secretary of the Army may delegate, in writing, accreditation au- €. Integration of DODIIS Core Products is considered a form of
thority to other personnel who are in the minimum rank of lieuten- generic accreditation. The DODIIS Core Product program officer is

ant colonel, GM-14, or GS-14. responsible for Core Products design, test, and evaluation.
b. The DAAs will be appointed for generic accreditation as . -
follows: 3-10. Interim approval to operate before accreditation

| A DAA may grant an interim approval to operate for a 90-180 day
period before a generic or an operational accreditation is issued,
Iprovided the following conditions are satisfied:

a. A security survey has been performed and measures to prevent
compromise, loss, misuse, or unauthorized alteration of data are
deemed adequate. Some limitations on operations may be necessary
during the period of interim approval.

b. A security plan has been developed and procedures, manuals,
SOPs are provided to instruct the users on secure AIS operations.
c. Applicable COMSEC (chap 4) and TEMPEST (AR 381-14)
requirements have been met.

. . d. A test schedule is established and agreed to by the DAA.
(3) The DISCA4 is the DAA for Top Secret and below AIS in the e. An interim approval to operate (IATO) may be granted to

multilevel Sec“?‘ty mode. . . support a specific date or event (such as an exercise or awaiting Site
(4) The applicable PEO, with concurrence from DISC4, is the gaceq Accreditation).

DAA for systems in the dedicated, systems high, or compartmented
security mode. When a generic accreditation is appropriate and thes_11. Site-based accreditation
AIS is not being fielded through the PEO structure, a general officer g, Under the system-based approach, the certification and accred-
or a member of the Senior Executive Service who has responsibilityitation focus may include a single system or network (as in the case
for fielding the system may be appointed as the DAA with concur- of a complex, newly deployed system) or it may include smaller
rence from DISCA4. groupings of equipment as listed below:

c. If a generic accreditation is appropriate and the DAA is not (1) A LAN can be accredited as a single unit. Individual personal
readily apparent from the above guidance, DISC4 should be con-computers and work stations on a LAN need not be accredited

(1) The Director, DIA, is the DAA for systems processing SC
that meet the following criteria:

(a) Operate or are planned to operate in the compartmented o
multilevel security mode or that require connection to an external
network, regardless of security mode.

(b) Have received special approval from DIA for a generic ac-
creditation. This approval will apply only to systems being fielded
in identical configurations at a large number of sites. The DIA may or
require additional measures such as configuration control.

(2) The DCSINT is the DAA for SCI systems not covered &y (
and p) above.

tacted for assistance to determine the DAA. individually.
d. Accreditation of the Signal Intelligence (SIGINT) system is (2) Groups of stand-alone personal computer systems, work sta-
the responsibility of the Director, NSA. tions, and office automation systems located in the same general
area and performing the same general functions may be accredited
3-9. Accreditation of sensitive compartmented as a single unit.
information (sci) systems b. Under a site-based approach, the entire site as defined and

a. The AIS or networks that process noncryptographic SCI data documented may be certified and accredited as a unit if the individ-
are subject to this regulation and DIAM 50-4 and, for contractor yal AIS and components have been appropriately certified or ac-
operations, DIAM 50-5 or their successors. credited by a DAA. A site boundary is not limited to a specific

b. Accreditation by a DAA within the Department of the Army geographic location and more than one site may be established at a
will be prepared and processed under this regulation. Documentatiorsingle location (for example, Fort Bragg, NC, has five sites). A site
will be forwarded through command channels to the appropriate may contain one or more systems and may also contain systems
DAA. Accreditation documentation for systems processing SCI will previously accredited by another DAA (for example, CIA, NSA,
include the written concurrence of the local supporting SSO and aother MACOM commanders, or their representatives).
statement of hostile threat from the local counterintelligence support c¢. All DODIIS AIS and networks processing SCI for which DIA
activity. is the DAA will be certified and accredited using the site-based

c. Accreditation for all SCI systems with DIA as the accredita- accreditation methodology detailed in DIAM 50-4. Specific guid-
tion authority will be prepared and processed in accordance withance for establishing DODIIS COMPUSEC sites is provided in
DIAMs 50-4 and 50-5 or their successor(s). DIAM 504 and its three supplemental documents:

d. Defense Intelligence Agency Manual 50—4 provides guidance (1) Site Information System Security Officers (SITE 1SSO)
for establishing accredited sites. When AIS support a particular Handbook.
mission and are connected via networks, an infrastructure has been (2) Developers Guide for Building a Certifiable and Accreditable
created that can be accredited as a site. This concept accommodat&ystem.
integration of all types of AIS and networks into a single accredita- (3) A Certifier's Guide.
tion document after certification and allows those systems to operate d. When practical, the Army will establish sites composed of
in different security modes of operation at all classification levels. nonsensitive, SBU, collateral, and SCI systems.

The site infrastructure is not limited to a particular geographic e. The ODCSINT Intelligence Information Management Director-
location. The site is focused on mission responsibilities and com-ate (DAMI-IM), in conjunction with the accrediting authority, cog-
mand structures created by the network capabilities and uniquenizant ISSPM, and site security personnel, will determine whether a
requirements of various MACOM missions. A site may include non- system or site-based approach will be applied to any given location.
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This determination will be based on several factors, including but reliable, lightweight, low-powered equipment that is unclassified

not limited to the following site criteria: when not keyed and will be achieved with no increase in the fre-
(1) Organizational structure and relative size. quency band width required by the equipment being supported.
(2) AlS/network architecture density and complexity. Requirements must address interoperability for both routine and
(3) ISSM staff capabilities. contingency operations.
(4) Commonality or uniqueness of AlS/network components. g. Only keying material produced by NSA or generated by NSA
(5) Anticipated near-term and future AlS/network modifications. approved key generators will be used to key cryptographic systems
f. The following actions are required to establish a site: which protect classified or SBU information.

(1) The ISSM and ISSO, in conjunction with the appropriate h. Maximum use will be made of electronic key generation as
commander, will establish a Configuration Management/Conti¢ll as remote electronic keying and re-keying of cryptographic
Board to ensure that AIS and networks included in the Site baselinesystems with that capability.
can be securely maintained. The Configuration Management/Control i. Classified and SBU communications between Army activities
Board will consist of information management, acquisition, opera- and contractors will be protected per this regulation. Procedures for
tions, security, and user management personnel and ISS personnegontractors to procure the necessary equipment will be published by

(2) New SCI systems integrated into the site baseline will meet DISC4.
the certification requirements of the DIAM 50-4. j. Authentication methods will be used to defend against imitative

(3) The site may include stand-alone systems and networked syscommunications depeptlon and to authent!cate stations, transmis-
tems that directly and indirectly support an organization’s mission. Sions, and communicators. The authentication process may be em-

(4) Site boundaries may include AIS and networks ndiedded in the communications equipment. o _
geographically located at the site if those systems are accessible via k- Safeguarding and controlling COMSEC material, including
accredited network. CCl, is governed by AR 380-40 and DA Pam 25-380-2.

g. The AIS, guard devices, or networks intended to operate in the |- Notification procedures, per AR 380-53, will be established to

compartmented or multilevel security mode will be given tn@nsure that all users of official DOD systems within the Army
highest priority for certification and accreditation due to the in- understand that their use of DOD systems constitutes consent to

creased risk associated with their operation. security monitoring. The following banner will be included as part
h. The AISs and networks must be certified and/or accredited on©f the log-on screens on all computer systems:
an individual basis to determine whether they operate at an accepta- ATTENTION

ble level of risk under both the system and site-based approach.THIS IS A DOD COMPUTER SYSTEM. BEFORE PROCESSING
CLASSIFIED INFORMATION, CHECK THE SECURITY AC-
CREDITATION LEVEL OF THIS SYSTEM. DO NOT PROCESS,
STORE, OR TRANSMIT INFORMATION CLASSIFIED ABOVE

Chapter 4 THE ACCREDITATION LEVEL OF THIS SYSTEM. THIS COM-

Communications Security PUTER SYSTEM, INCLUDING ALL RELATED EQUIPMENT,
NETWORKS, AND NETWORK DEVICES (INCLUDES INTER-

4-1. Overview NET ACCESS) ARE PROVIDED ONLY FOR AUTHORIZED

Communication security policies establish requirements designed toU.S. GOVERNMENT USE. DOD COMPUTER SYSTEMS MAY
deny unauthorized persons access to classified or SBU informatioBE MONITORED FOR ALL LAWFUL PURPOSES, INCLUDING
during electrical transmission from sender to the receiver. They alsoTO ENSURE THEIR USE IS AUTHORIZED, FOR MANAGE-
establish requirements designed to prevent the derivation of valuabldMENT OF THE SYSTEM, TO FACILITATE PROTECTION
information from other aspects of communications (for example, AGAINST UNAUTHORIZED ACCESS, AND TO VERIFY SE-
traffic flow and message analysis) and to enhance the authenticatio€ URITY PROCEDURES, SURVIVABILITY, AND OPERA-
of communications. TIONAL SECURITY. MONITORING INCLUDES, BUT IS NOT

a. Communications security techniques will be applied to the LIMITED TO, ACTIVE ATTACKS BY AUTHORIZED DOD EN-
extent necessary to deny information to unauthorized personnel and ITIES TO TEST OR VERIFY THE SECURITY OF THIS SYS-
to effectively defend against interception, traffic analysis, and imita- TEM. DURING MONITORING, INFORMATION MAY BE
tive deception. EXAMINED, RECORDED, COPIED, AND USED FOR AU-

b. The objectives of COMSEC will be an integral part of pro- THORIZED PURPOSES. ALL INFORMATION, INCLUDING
gram planning for all telecommunications systems (including those PERSONAL INFORMATION, PLACED ON OR SENT OVER

integral to weapons systems and weapons support systems) and will HIS SYSTEM MAY BE MONITORED. USE OF THIS DOD
be addressed throughout a system’s life cycle. Systems planningcOMPUTER SYSTEM, AUTHORIZED OR UNAUTHORIZED,

shall include threat analysis and vulnerability assessments to support ONSTITUTES CONSENT TO MONITORING. UN-
operational requirements and to establish resource allocation prioriAUTHORIZED USE OF THIS DOD COMPUTER SYSTEM MAY

ties and satisfy requirements for countermeasures. SUBJECT YOU TO CRIMINAL PROSECUTION. EVIDENCE OF
c. Only approved cryptographic systems will be used within the UNAUTHORIZED USE COLLECTED DURING MONITORING
Army. Approved cryptographic systems include— MAY BE USED FOR ADMINISTRATIVE, CRIMINAL, OR

(1) Government-developed and -produced systems (electroﬁ?a—,HER ADVERSE ACTION. USE OF THIS SYSTEM CONSTI-
automanual, or manual). TUTES CONSENT TO MONITORING FOR ALL LAWFUL

(2) Government developed cryptographic equipment, produd?aHRPOSES'
commercially under the NSA-authorized vendor program. 4-2 Protection of transmitted information
(3) Commercially developed and produced cryptographic equip- cjassified and SBU information will be transmitted only by secure
ment using an algorithm approved by NSA. __means. When information transits an area not under access controls
d. Commercially developed equipment, using the data encryption 55 stringent as required for that classification of the information, it
standard (DES) or other commercially developed algorithm will not i pe secured by encryption or a protected distribution system.
be used to protect classified information. _ Fiber optic lines can be adequately protected by Intrusion Detection
e. Systems will be designed and deployed using embedded cryp-optical Communications systems approved by NSA and listed in the

tography to the maximum extent possible. When embedded cryptoySA Information Systems Security Products and Services
graphic equipment is not employed, off-line electronic, automanual, catalogue.

or manual systems will be used to provide the required security, if
the transmission is not otherwise protected. 4-3. Protection of Sensitive but Unclassified Information
f. Army system COMSEC requirements will emphasize small, a. The security safeguards applied to SBU information during
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transmission will be consistent with the need for protection against4-5. Protected distribution systems
disclosure, loss, misuse, alteration, destruction, or non-availability. a. Communications circuits can be protected by appropriate phys-
b. Sensitive but Unclassified information as described in para- ical, acoustical, electrical, or electromagnetic safeguards such that
graph 1-5 will be protected in transmission by an NSA approved classified data can be transmitted on these lines in clear text. These
technique unless a waiver is granted under procedures establishe@ircuits must be formally approved as a protected distribution sys-
by DISCA. tem (PDS). N
c. NSA-approved techniques, which may be used separately or in b. A PDS will be used only if cost-effective and sufficiently
various combinations, to protect the transmission of SBU, are listedcontrolled to prevent covert penetration and interception.
below: c. The AIS that include a PDS to transmit data will not be
(1) Encryption.A number of cryptographic products are accepta- accredited to operate until the PDS has been approved. The PDS
ble for this purpose and are listed in NSA Information Systems @pproval will be cited in the COMSEC portion of the accreditation

Security Products and Services Catalogue. packet and a copy of the approval will be attached.
(a) Type | productsThese products may be used to protect both d. A PDS must be constructed according to criteria published by
classified and SBU defense information. HQDA DISCA4.

(b) Type Il productsThese products may be used to protect only e. APDS may not be reqL_Jired if fiber optic _cab!e is installed in a
SBU information; they are handled as an Endorsed for Unclassifiedcontrolled environment and if the system design is approved by the
Cryptographic Item (EUCI). A FORTEZZA card is an exception to DAA Prior to installation.
this policy when used in“FORTEZZA for classified applications.”

(c) Data encryption standard equipmemclassified crypto- a. Authority to approve a PDS for the clear text transmission of
graphic equipment employing the DES algorithm, which meets the ¢5ssified information within fixed plant and garrison installations is
requirements of Federal Standard 1027, may be used to protect Onllﬁelegated as follows:

the transmission of unclassified information. (1) Principal HQDA officials for activities under their staff su-
(d) Commercial equipmenfs other equipment is developed and pervision, direction, or control.

available, when approved by NSA (for example, RSA), it can be * (2) commanders of MACOMSs or their designees at MACOM
used to protect SBU information. o level, for their organic activities.

(2) Unencrypted cable circuitsAlthough encryption is the pre- b. Requests for approval of a PDS to transmit top secret informa-
ferred protection, unencrypted cable circuits of copper or fiber op- tion must include an evaluation by the appropriate support element.
tics may be used. The degree of protection provided will depend onapproval authorities may request technical assistance from IN-
the type of cable used. The cable least vulnerable to exploitation isscomM, 902nd MI Group, Fort Meade, MD 20755, in applying
fiber optic cable, followed by copper coaxial cable and copper security criteria and processing the approval action for other PDS.
strand cable. Ca.ble protection can be enha_n_ced by burying the cable ¢. commanders of battalion and higher echelons may approve
underground or in walls or floors and providing access controls for circuits for clear text electrical transmission of Secret and Confiden-
entry to cable vaults, rooms, and switching centers. Unencryptedtia| information in tactical environments. Under combat conditions,
cable circuits can be employed to transmit SBU information under commanders may delegate this authority to the company level. Tac-
the following two conditions: tical PDS will not be approved for clear text transmission of Top

(a) The cables are used only within the geographic boundaries ofSecret information.
the United States or within areas totally within U.S. control d. Once a PDS is approved, no changes in installation, additions,
overseas. or use may be made until approval for such changes has been

(b) Adequate measures are implemented such that circuits aregranted by the approval authority.
maintained on cable and not converted to unencrypted radi@. Requests to approve a PDS will be submitted through channels
transmission. to the appropriate approval authority. Requests will be classified at

(3) Protected servicesCommercial telecommunications compa- least confidential and will contain the following information:
nies offer services that are endorsed to protect the transmission of (1) Full identification and location of the requesting organization.
unclassified information. The companies authorized to offer such (2) A statement of the classification of information to be trans-
services are listed in NSA Information Systems Security Productsmitted on the PDS.

4-6. Approval of protected distribution systems

and Services Catalogue. (3) A copy of the building floor plan (or a diagram of the field
_ area as appropriate) designating the following:
4-4. Radio systems (a) Proposed cable route and location of subscriber sets, distribu-

a. All voice or data military radio systems used for transmitting tion frames, junction boxes, and any other components associated
classified or SBU information will be secured or securable by an with the circuit.
approved cryptographic system. Military radios are those radios (b) Other wiring along the PDS route.
built or adopted for use as standard military communications sys- (4) Description of the cable installation (for example, 24 pairs of
tems with a type classification or military nomenclature. shielded cable in rigid steel conduit, 6 pairs of shielded cable in

b. Electronic, automanual, or manual cryptosystems will be usedfloor, or fiber optic cable). Indicate the cable length.
to provide the needed security for existing radio systems that do not (5) Description and nomenclature of terminal and subscriber
have embedded or electronic cryptosystems. However, all futureequipment to be used.

procurements must comply with 4-above. (6) Clearance of individuals having access to the circuit.
c. Commercial non-encrypted radio systems will not be used in  (7) Type of guards (for example, U.S. military, U.S. civilian,

support of command and control functions. foreign civilian) and their security clearance or access authorization
d. Excluded from the requirements of paragraptedb, above, status.

are— (8) Description of access control and surveillance of uncleared
(1) Radios that only relay encrypted information. personnel who may be allowed entry into the area housing any part
(2) Commercial systems purchased or obtained to fulfill an oper- of the PDS.

ational function. (9) Identification of the power source to be used for the PDS and

(3) Radios used for public safety communications with civél statement of the distance to the nearest point where undetected
agencies or to communicate on civil aviation channels. This exclu-tampering would be possible.
sion does not apply to communications dealing with aviation combat (10) A justification for using the proposed PDS.
operations. (11) A statement concerning any deviations from the established
PDS criteria, and an evaluation of their security implications.
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(12) A copy of the security evaluation for PDS used with Top chosen safeguards are in place, a security posture statement and

Secret information. recommendations to the DAA are written. Many automated tools are
available to perform the risk analysis. These tools can reduce the
manpower required to perform a risk analysis. The steps below
provide a brief summary of the entire risk analysis process.

Chapter 5 b. Resource identificatioriThe cornerstone of any risk analysis

Risk Management depends on accurate identification of assets requiring protection.

c. Vulnerabilities identificatioBystem vulnerabilities are
weaknesses in design, system security procedures, implementation,
and internal controls that could be exploited by authorized or un-
authorized users. Vulnerabilities identified either by inspection or
“hotification and which are not corrected must be identified in all
future risk assessments (for example, reports of The Inspector Gen-
eral, provost marshal, management review teams, evaluation teams,
or OPSEC evaluations).

d. Threat identification.Threat identification must account for
both known and reliably projected threats. A threat may be defined
as an event or method that can potentially compromise the integrity,
availability, or confidentiality of automated information systems.
Threats include but are not limited to the following items:

_ (1) Foreign intelligence services, which may recruit authorized
users or employ unauthorized users to penetrate the system’s
safeguardsThe Defense information infrastructure and Army sys-
tems that contain research and development, new technology, eco-
nomic, and military operations data are of great interest to FIS
organizations. The local counterintelligence field office and local
office of the Federal Bureau of Investigation must be contacted

(2) Risk reduction and residual risk acceptan€ais choice sup- during the risk analysis process to assist in properly identifying all

ports applying cost effective security measures to AIS operations.!reats posed by foreign intelligence services.

The amount of risk that remains after the selection of a safeguard or (2) Deliberate or inadvertent error by authorized or unauthorized
countermeasure is known as residual risk. users.Computer viruses, malicious software, and programs designed

(3) Total risk acceptancawhile providing the least costly alter- {0 bypass security programs are examples of deliberate error. Ac-
native at the onset, this choice may cost significantly more in the cidental erasure of data by an authorized user is an example of an

long run. Failure to implement security safeguards on an AIS leavesinadvertent error. o ,
its vulnerabiliies open to exploitation by the local threats. In an (3) Curious unauthorized intruders who have no FIS connections.

operational combat environment, however, this level of risk may be (4) Manmade or natural disaster.

5-1. Risk management overview

a. The most effective protection for AIS handling classified or
SBU information is through a risk management program. The objec-
tive of risk management is to achieve the most effective safeguard
against deliberate or inadvertent activities as listed below:

(1) Unauthorized disclosure of information.

(2) Denial of service or use and running in a degraded mode.

(3) Unauthorized manipulation of information.

(4) Unauthorized use.

b. Risk management of information systems is the process of
identifying, measuring, controlling, and eliminating or minimizing
uncertain events that may adversely affect system resources. Th
potential cost for broadly applied, marginally effective security fea-
tures is enormous and underlines the need for effective risk manage
ment. Its application assists in optimizing the security return for
each dollar invested.

c. There are three basic choices in risk management:

(1) Risk avoidanceThis choice is the most costly and should not
be considered, since it requires the implementation of exorbitant
countermeasures to nullify the risk and to protect information.

acceptable to the combat commander in the short-term. e. Threat and vulnerability matchinghreats are always present
but can only affect an AIS when a vulnerability or security weak-
5-2. Risk management program ) ness is present. The matching or pairing of a vulnerability with a
a. An effective risk management program entails a four-phasedthreat must be evaluated to determine the level of impact of risk.
evaluation effort: The level of risk may be measured by determining the possible rate
(1) Phase 1Risk analysis of resources, controls, vulnerabilities, of occurrence.
and threats. o ) ) f. Security requirements identificatioBEach security requirement
(2) Phase 2.Management decision to implement security coun- grives the implementation of a countermeasure to reduce the occur-
termeasures and to accept residual risk. rence of a vulnerability. The security requirement is the justification
(3) Phase 3.Implementation of countermeasures. for the implementation of a safeguard.

(4) Phase 4.Periodic review of the risk management program. o gafequard selectiort least one safeguard or countermeasure
b. The areas of software, hardware, procedures, communicationsspsyid be developed for each threat and vulnerability match. A cost

emanations, personnel (the highest risk), and physical secUif¥each safeguard will be estimated. Such safeguards should not be

should be included in the risk analysis. Whenever possible, specialyimited to hardware and software fixes. Personnel physical, and
ists or risk management software will be used to enhance é{ ' '

Rer possible procedural solutions should also be explored.
process.

Risk vsis invol timati determining | tential h. Security posture comments and recommendatinsecurity
C. Risk analysis Involves estimaling or determining 10Ss potential gy e statement is developed by summarizing the safeguards se-
that exists as the results of threats and vulnerabilities matching on

. ) ~ ected to meet the security requirements. This statement will be
another and causing some form of impact on the system. Using

mathematical tools and statistical analysis techniques to determin r:g;’;de"it;%tgeelgﬁ with comments and recommendations such as
the overall risk of operating a particular AIS or network would seem . ) L .

to be a logical methodology to employ. However, experience shows @) Acpredlt the AIS_or LAN_f_or processing In a particular mode
that attempts to develop absolute models, performance simulatorsOf operation for a certaln_cIaSS|f|cat|0n level. (This shoul_d be recom-
or descriptive algorithms have been, at best, only marginally SUC_Mended when the security posture of the AIS or LAN is very high
cessful. These techniques should not be employed except when theff"d When the residual risk is at an acceptable level.)

value has been established. In many cases, qualitative or subjective (2) Grant an IATO for a period of 90 days while additional
techniques will be more applicable to risk assessments performed€curity safeguards are installed. (This recommendation should be

for AIS. made when the security posture of the AIS or LAN requires en-
hancement due to a high level of residual risk.)
5-3. Risk analysis (3) Deny approval to operate. (This recommendation should be

a. Areas of analysisRisk is determined from the analysis of made when the AIS or LAN has a very low security posture and the
vulnerabilities, threats, security requirements, and availabésidual risk is unacceptable.)
safeguards for AIS assets. After the analysis is complete and the
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5-4. Management decision to implement
countermeasures

a. The review of the security posture statement and recommenda-
tions are a responsibility of commanders or managers who rely on
advice from ISS, counterintelligence, physical security, and other
functional area experts. Identifying areas of exceptional or unaccep-
table risk is directly related to the organizational mission, goals, and
objectives as stated by the commander or manager. At this point in
the risk management process, commanders can influence the com-
mitment of resources to obtain the most effective security safeguard
and financial return on the investment. This analysis may reveal
areas where reduced security is appropriate, based upon a low level
of risk to mission objectives. These savings may then be applied to
other security requirements.

b. The selection of security controls must include a consideration
of functional, technical, and economic feasibility and operational
efficiency. Security requirements generally broaden managerial, op-
erational, and administrative procedures, and in some cases, separate
expenses occur that are directly attributable to these requirements.
Only the commander or DAA can properly judge and balance the
additional expense of security against operational efficiency. Com-
manders and organizational leadership must completely understand
the impact of AIS on mission accomplishment and the risks in-
volved in operating the AIS. The commander or DAA must, there-
fore, resolve any perceived conflict between operational and security
considerations.

c. If existing risks are determined to be unacceptable and require
countermeasures impractical or impossible to implement, the com-
mander or DAA should terminate the operation of the system.

d. If penetration testing is a countermeasure to be employed, see
AR 380-53 for policy requirements.

5-5. Implementation of safeguards

An effectively applied risk analysis should lead to a series of inter-

related countermeasures to be implemented according to a plan
approved by the commander or DAA. The commander or DAA

must always participate in this process because of the risk resulting
from growing dependence upon AlS.

5-6. Periodic review of the Risk Management Program
Organizational and operational dynamics demand a continuous re-
view of the risk management program for effectiveness. Command-
ers must be assured that controls are providing the desired results.
This process is an important step in ensuring the documented secu-
rity techniques have not created a more serious vulnerability or risk.
The collective effectiveness of applied countermeasures is the basis
for future security actions that assist in identifying problem areas
and additional security requirements.
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Section |
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AR 380-5

AR 25-12
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AR 25-55
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Department of Army Information Security Program. Cited in paras AR 25-400-2

1-6d(2)(f), 2-3(5), 2-10, 2-12, 2-13(1), 2-1®, 2-1Q, 2-2G;,
2-20d, 2-2%, 2-22(1), 2-2B, 2-2h, and 2-28.

AR 380-67
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and 2-3@-f. This publication may be obtained from the DIA
address above.

(C) DOD Pub C-5030.58-M

U.S. Army Communications Electronics Operation Instructions
Program (CEOI).

AR 190-13
The Army Physical Security Program.

AR 190-51
Security of Unclassified Army Property (Sensitive and
Nonsensitive).

AR 310-25
Dictionary of United States Army Terms.

AR 340-21
The Army Privacy Program.

Security Criteria and Telecommunications Guidance. Cited in parac) AR 380-28

1-1c(4). This publication may be obtained from the Deputy
Assistant Secretary of Defense for Command, Control
Communications and Intelligence (Intelligence and Security).

DOD 5200.28-STD

Department of Defense Trusted Computer System Evaluation
Criteria. Cited in paras 2el 2-3&(5), 2-3, 2-3(3), 2-22(2),
3-(3), 3-2(5), and 3-8(3). This publication is available from

the National Computer Security Center, Office of Standards and

Products, ATTN: Chief of Computer Security Standards, Fort
Meade, MD 20755-6000.

Information Systems Security Products and Services Catalogue
Cited in paras 4-¢§1) and 4-8(3). This publication may be
obtained from the Superintendent of Documents, U.

JCS 6-03.7

Department of Army Special Security System.

AR 380-40
Policy for Safeguarding and Controlling Communication Security
(COMSEC) Material.

AR 380-53
Information Systems Security Monitoring.

(C) AR 380-381
Special Access Programs (SAPs).

AR 381-10
U.S. Army Intelligence Activities.

AR 381-12
Subversion and Esponiage Directed Against U.S. Army (SAEDA).

Security Policy for the GCCS Intercomputer Network. Cited in para (S) AR 381-14

1-1c(2). The point of contact for this publication is Joint Chiefs of

Staff, Information Management Division, Pentagon, Room 2B941,

Washington, DC 20318-0400

NCSC-TG-005
Trusted Network Interpretation. Cited in paras 2¢Zp and

2-23(2). This publication may be obtained from the Superintendent
of Documents, U.S. Government Printing Office, Washington, DC

20402.

Section |l
Related Publications

A related publication is merely a source of additional information,

Technical Surveillance Countermeasures (TSCM and TEMPEST)
(V).

AR 381-20
U.S. Army Counterintelligence Activities.

AR 525-20
Information Warfare/Command and Control Warfare (IW/C2W)
Policy.

AR 530-1
Operations Security (OPSEC).

CSC-STD-003-85

which the user does not have to read to understand this regulationComputer Security Requirements.

AR 15-6
Procedures for Investigating Officers and Boards of Officers.

AR 25-1
The Army Information Resources Management Program.
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CSC-STD-004-85
Technical Rationale Behind CSC-STD-003-85: Computer Security
Requirements.

DA Pam 25-380-2
Security Procedures for Controlled Cryptographic Items (CllI).
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(S) DCID 1/16
Security Policy for Uniform Protection of Intelligence Processed in

NCSC-TG-007
A Guide to Understanding Design Documentation in Trusted

Automated Information Systems and Networks (U). This publication Systems.

may be obtained from DIA (SY-ID), Bolling Air Force Base
(Building 6000), Washington, DC 20340-001.

DCID 1/21
Physical Security Standards for Sensitive Compartmented
Information Facilities (SCIF), 29 July 1994.

DIAM 50-24

NCSC-TG-025, Version 2
A Guide to Understanding Data Remanance in Automated
Information Systems.

NSTISSI No. 4009
National Security Telecommunications and Information Systems
Security (NSTISS), National Information Systems Security

Secure Communications for the Operations of Secure TelephondINFOSEC) Glossary

Units (STU-IIl) and Modems with a Sensitive Compartmented
Information Facility (SCIF). Available from the DIA (SY-ID),
address above.

DOD 5200.1
DOD Information Security Program

DOD Instruction 5215.2
Physical Security Technical Vulnerability Reporting Program

DOD 5200.22-M
Industrial Security Manual for Safeguarding Classified Information.

DOD 5220.22-R
Industrial Security Regulation.

(S/NF/WN) DST-1750S-208-93
Threats to U.S. Army Tactical, Strategic, and Sustaining Base
Information

Director of Information Systems for Command, Control,
Communications, and Computers

Keeping the Highway Open and Secure for Force XXI. Vol. I: The
Army C2 Protect Program Management Plan (PMP); Vol. II: The
Army C2 Protect Master T

Executive Order 12958
Classified National Security Information, 17 April 1995.

Federal Standard 1027
General Security Requirements for Equipment Using the Data
Encryption Standard.

FIPS Pub 31

Guidelines for Automatic Data Processing Physical Security and

Risk Management.

FIPS Pub 65
Guidelines for Automatic Data Processing Risk Analysis.

JER2-301
Joint Ethics Regulation, 2nd Amendment, March 1996.

(S) MJCS 75-87
Safeguarding the Single Integrated Operational Plan (U).

NCSC-TG-001
A Guide to Understanding Audit in Trusted Systems.

NCSC-TG-003

NTISSM 2-90
COMPUSEC

ODCSINT Pamphlet 380-25-1

Accreditation Handbook for U.S. Army DOD Intelligence
Information Systems (DODIIS) Intelligence Automated Information
Systems (AIS) and Networks Processing Sensitive Compartmented
Information (SCI)

(S/INF/WN) SPB 145-95
Intelligence Community and Related Automated Information
Systems and Networks: Vulnerabilities and Threats (U)

17 USC 506
Copyright Infringement

Section Il
Prescribed Forms

This section contains no entries.

Section IV
Referenced Forms

DA Form 11-2-R
Management Control Evaluation Certification Statement

DD Form 254
Contract Security Classification Specifications

SF 706
Top Secret (Label for ADP Media)

SF 707
Secret (Label for ADP Media)

SF 708
Confidential (Label for ADP Media)

SF 710
Unclassified (Label for ADP Media)

SF 711
Data Descriptor (Label for ADP Media)

SF 712
Classified SCI

Appendix B

A Guide to Understanding Discretionary Access Control in Trusted Army-Sponsored Use of the Internet Computer

Systems.

NCSC-TG-006

Systems
This policy covers Army-sponsored use of the Internet computer
systems. It provides the minimum guidelines for such use and does

A Guide to Understanding Configuration Management in Trusted not prec|ude MACOMSs from impoging more Stringent local proce-

Systems.
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dures. The MACOMs may further delegate responsibilities to the
appropriate designated approval authorities, as desired. However,
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the ultimate responsibility for securing systems remains with the should be directed to the appropriate proponent, the local public
MACOM. affairs office, or foreign disclosure office.

B-1. Internet access B—6. Reporting suspicious activity

Many unclassified Army systems allow users to access the InternetArmy Internet sites are considered as lucrative intelligence sources
While the Army promotes the use of the Internet to achieve Army and are targeted for information collection efforts. As stated in AR

goals, appropriate safeguards must be established to prevent ang80—-12, Army personnel must report suspicious activity through

detect technical attacks made on Army systems and to ensure classfzounterintelligence (SAEDA) and OPSEC channels. The Copyright
fied or sensitive information is not inadvertently released to un- ACt, the Freedom of Information Act, the Privacy Act, and statutory

authorized personnel. Federal records requirements also contain provisions with which
users must comply. Users should consult these guidelines and the
B—2. Authorized use office the local staff judge advocate regarding any Internet activity

Users will employ Internet access for authorized, unclassified U.S.that raises legal concerns.
Government business. The Joint Ethics Regulations now allow users, - Requests for information
to make limited use of DOD telephones, E-mail systems, and Inter- he'MACOMs are responsible for any search and review of their

. T
net connections for personal use, so Ion_g as such uses are on a ncHbldings of Internet data for purposes of responding to requests for
to-interfere basis and are not for an improper purpose (such ag

; . . A nformation pursuant to the Freedom of Information Act or Privacy
conducting a private business or reviewing pornography). Users are, . .. congressional or other investigative inquiry.

not to use their own private accounts for Army-related business
unless specifically authorized to do so by their director of informa-
tion management/deputy chief of staff for information management
(DOIM)/(DCSIM). Users are authorized to download and upload Appendix C

programs, graphics, and textual information between the InternetManagement Control Evaluation Checklist
and an unclassified Government-owned personal computer. Person-

nel will scan all files for viruses before storing, transmitting, or C-1. Function

processing information within Army computers, systems, dmhe function covered by this checklist is the administration of the
networks. Army Information System Security Program.

B-3. DAA approval C-2. Purpose = . . .
DAA approval is required before connection of any system to the The purpose of this checklist is to assist Assessable Unit Manager

Internet. DAAS (in coordination with DOIMs) will ensure adequate 21d Management Control Administrators in evaluating the key man-
firewalls are in place to prevent the contamination of Army systems agement controls outlined below. It is not intended to cover all
and/or possible denial of service. Systems containing classified in_controls.

formation will not be connected to the Internet. Systems containing ~_3 |nstruction

SBU information will employ the DES Standard 1027 during trans- answers must be based on the actual testing of key management
mission of inform_ation_ Users of any system connected to the Inter-controls (for example, document analysis, direct observation, sam-
net must be provided and must read a copy of these guidelines. Thg|ing 'simulation, or others). Answers that indicate deficiencies must
ISSMs are responsible for ensuring that authorized users are trainegg explained and corrective action indicated in supporting documen-

and briefed on the use of such systems. tation. These key management controls must be formally evaluated
at least once every 5 years. Certification that this evaluation has
B—4. Shared accounts been conducted must be accomplished on DA Form 11-2-R (Man-

Personnel will not share E-mail and Int_ernet accounts with otheragemem Control Evaluation Certification Statement). A locally re-
persons. However, MACOMs may establish group E-mail/group ac- producible copy of this form is located at the back of this
counts as a cost-saving measure. The system ISSO must maintain publication.

list of users who may access the group account and must restrict

access of the account to authorized users. The individual user i<C—4. Test questions

responsible for all activity during access to the account. The user a. Are appropriate security personnel (for example, ISSPM,
will not attempt to “talk around” classified topics while communi- ISSM or ISSO) appointed?

cating on the Internet. Personnel may only conduct classified discus- b. Are risk analysis/vulnerability assessments performed at the
sions on systems approved for the appropriate classification levelappropriate levels for systems that process Army information?

(SIPRNET, JWICS, and so forth). c. Are the appropriate leadership/management personnel aware of
the results of risk analysis/vulnerability assessments?
B-5. Home pages and web sites d. Are countermeasures identified based on the results of risk

Pursuant to the 18 July 1997 policy statement from the Office of theanalysis/vulnerability assessments?

Secretary of Defense, entitled “Establishing and Maintaining a Pub- e. Are countermeasures in place commensurate with risk/vulnera-
licly Accessible Department of Defense Web Information Service” bility?

or its subsequent implementation, home pages and web sites may be f. Is there a written security plan to document implementation of
created allowing access to the public at large or to a limited audi-countermeasures?

ence. The links to information on web sites intended for limited g. Has leadership/management formally accepted the risk to proc-
audiences should have access controls. These controls should bess the information involved? (Are the systems accredited?)
administered by the web-master or system administrator per para- h. Are countermeasures routinely tested (for example, user IDs,
graph 2-3 of this regulation. Web-masters or systems administratorpasswords, audit trails)?

shall develop and publish local policies for the submission of infor- i. Is Information System Security training performed at appropri-
mation onto the organization’s home page. Publishing Army infor- ate levels?
mation onto electronic bulletin boards or World-wide Web home j. Are MACOMs, installations, or activities funding their IN-

pages constitutes the public release of information and must complyFOSEC requirements under the appropriate MDEP?

with the established policy for the release of specific information. k. Are security incidents/violations (for example, viruses, un-
Persons wishing to release Army information must first ensure thatauthorized entries or attempts) reported and investigated?

they have public release authority. Clearance of specific information 1. Have plans been developed to ensure continued operation in
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the event of major disruption (for example, fire, natural disaster, D-2. Sensitivity, protection requirements, security mode,
bomb threat, civil disorder)? and minimum trusted class

m. Has a configuration control board approved each network? Is a. Sensitivity designatior(List the sensitivity designation from
there an appropriate security official as a member of each boardpara 2-2. Further describe, in general terms, the nature of the

information and the reason it requires protection. Cite appropriate

C-5. Supersession laws requiring protection of the information, such as the Privacy
This checklist replaces the checklist for Intelligence Activities/Army Act, if applicable.)
Information System Security Program (AISSP) previously published b. Protection requirementgindicate whether the system protec-

in DA Circular 11-92-1. tion requirements are based on the need for confidentiality, integrity
and/or availability of the information. For each of these three cate-
C-6. Comments gories, indicate whether they are of primary, secondary, or no con-

Help to make this a better tool for evaluating management controls.cern. There may be more than one primary concern designated. For
Submit comments to: Director of Information Systems for Com- example, confidentiality and integrity may both be primary concerns
mand, Control, Communications, and Computers (SAIS-PAC), 107 and availability of information of no concern.)
Army Pentagon, Washington, DC 20310-0107. c. Security mode of operatiorfindicate the security mode of

operation from para 242

d. Minimum trusted clasgEnter the required minimum trusted

system class as determined from appendix E. Indicate how the
Appendix D system meets the class or include a timetable for meeting the re-
Security Plan/Accreditation Document quired class per para 2:3Include any applicable information re-
The paragraphs in this appendix are to be used as an outline whegarding use of approved NSA products.)
preparing accreditation documentation. Each paragraph of the out-
line must be addressed with the exception of accreditation for smallD—3. Risk management review
computers. The asterisk (*) at a paragraph indicates that the requiret/nclude in this section a risk management review which includes an
ment is Optiona| for accreditation of small Computersl The degree ofeXamination of threats, Vulnerabilities, and the resulting risks in
detail required in each paragraph can and should vary with theaccordance with chapter 5. After determining risks, indica.te in the
System's Size’ Complexity’ Sensitivity designation, mode of opera- next _paragraph the selected countermeasures that result in aC.Cepta‘
tion, and number of users. If a system processes Sensitive Comparle risk. For small computers, reference may be made to a single
mented Information (SCI) and is being accredited or reaccredited,cOmmand-wide or installation-wide risk management review, if one
all documentation must comply with DODIIS site-based accredita- €Xists.)
tion requirements using the guidance provided in DIAM 50-4 and

paragraph 3-11 of this regulation. D-4. Implementz_ati(_)n of controls and countermeasures
(Include a description of measures taken in the areas of personnel,
D-1. Basic system(s) information and identification physical, environmental, procedural, hardware, software, TEMPEST,

and communications security as required in AR 381-14 (S). This

section must indicate how the control measures support the mode of
operation listed above. Include contingency planning information or

attach a separate contingency plan.)

a. System name or titl€lf the system does not have a name or
title, use the manufacturer and model number for the main process
ing units.)

b. System categoryindicate whether or not the system(s) is a
general AIS support system or has a specific application; for exam-

ple, intelligence, personnel, financial, and so forth.) (Describe the certification testing which was accomplished to sup-

¢. Type accreditation(indicate whether this is a generic or oper- 4t the accreditation. Attach the certification plan for generic ac-
ational accreditation. For operational accreditation, indicate whether . egitation. For operational accreditation, attach a certification plan

or not a single identifiable system or a group of similar systems areq; jescribe the certification process in this paragraph.) This is not

D-5. Certification*

covered.) required in a collateral PC environment.

d. System statugindicate either “developmental” or“operational”
as appropriate.) D-6. Facility information

e. System overviewProvide a description of the function and (As with all the documentation associated with accreditation, the
purpose of the system.) facility information should be tailored to the size, criticality, mode

f. System environment and special considergiimsribe of operation, data sensitivity, and number of users for the AIS.) The
physical, operational, or other factors external to the system whichfollowing paragraphs will be addressed in compiling facility
affect its security. Describe system interfaces to other systems oinformation:

networks.) a. Facility identification and location.

g. Information contacts(As a minimum, list the name and tele- b. Architectural drawings or building plan¢Plans of the build-
phone number of the appointed ISSO. Other personnel with techni-ing housing the facility should show the location of exits, guard
cal knowledge of the system may be listed.) posts, fire alarms and hoses, master utility panels, and facilities

h. System identificatiof{The system(s) must be identified in the adjacent to, above, and below the facility.
accreditation in a manner sufficient to determine which system(s) c¢. Facility floor plan.(The floor plan will show placement of all
are governed by that particular accreditation. For operational accredequipment, fire extinguisher and sprinklers, smoke and motion de-
itation, this will be done through a serial number listing of the tection devices, emergency lighting, and so forth.)
central processing units of the AIS accredited or through another d. System interface descriptior{thclude a diagram or a descrip-
means that clearly defines the systems accredited. A separate encldion of interfaces for all major equipment, processing units, termi-
sure may be used. For generic accreditation, use military nomenclanals, peripherals, communications modems, controllers,
ture, a commonly accepted system acronym, or other methauncentrators, encryption devices, and other connections.)
determined by the DAA)) e. Other diagrams(If applicable, diagrams will show specialized

i. Near- and long-term goal®escribe near- and long-term displays of communication, electrical wiring, special communication
goals of the system and the contribution of this accreditation toswitching, or patching panels.)
accomplishing these goals.) f. Operating system.{List the release or level number and date

first put into operation on the system.)
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g. Applications softwargList the major applications programs or E-2. Dedicated mode
systems.) If the mode of operation is dedicated, there is no further requirement

] ) beyond those contained in paragraph &2-3
D-7. Network considerations

(For systems being accredited as a separate AIS in the I1AA view_ ;

(para 2—-23), indicate the network DAA (if identifiable) and describe E i'es%sgg;nsofhlgsegggs is systems high, a class C2 minimum
the conditions under which connection to the IAA has been ap- luati | . ired ’

proved. For STS view networks, this section should address theSvaluation class Is required.
network’s capability to provide communications integrity, protection

against denial of service, and compromise protection. See pard- Compartmented mode

2-22) If the mode of operation is compartmented—
a. A class B1 minimum evaluation class is required if no user
D-8. Attachments lacks formal access approval for more than one category.

(This section is not applicable while the document is serving as the p_ A class B2 minimum evaluation class is required if at least one

security plan; however, when used as an accreditation document angiser does not have formal access approval for more than one cate-
forwarded to the DAA, the below items should be attached asgory peing processed.

applicable.)
a. Users security manual/SORThis is a mandatory and ex- g_g Multilevel mode

tremely critical item for generic accreditation. Recommended for If the mode of operation is multilevel, determine minimum evalua-

operat_lonal accreditation although such procedures may be iNCOrpog; )" jass according to table E-1.
rated in other documents.)

b. Appointment orders for the 1SSO. a. Enter the Maximum Data Classification column at the highest
c. Approved waiversApproved waivers (for example, COMSEC classification of data processed.

waivers approved in accordance with chap 4, TEMPEST waivers D- Find the minimum clearance level of users, defined to be the
approved in accordance with AR 381-14 (S), trusted computer clasgnaximum clearance of the least cleared user. Although a clearance

waivers approved in accordance with paral®-&nd so forth). does not exist for SBU information, users usually have at least this
d. Certification plan. level of access if they are U.S. Government employees or work on
e. Security classification guide. behalf of the U.S. Government on official business and have been
f. Contingency plan. processed for ADP Il position, per paragraph 2-17.

c. Use the column for case one if there are no formal categories
of information involved or if all users have formal access approval
for all categories of data processed by the system. Use the column
for case two if no user lacks formal access approval for more than

Appendix E o o one category. Use the column for case three if at least one user
DOD 5200.28-STD Guidelines for Determining lacks formal access approval for more than one category being
Minimum AIS Requirements processed.

Minimum security requirements for all AIS are listed in paragraph

2-3. Additionally, systems operating in the systems high, compart-
mented, or multilevel security modes must include features which
meet the appropriate trusted systems class from DOD 5200.28-STD
Use this appendix to determine which class is required.

d. If SCI data are being processed and all users have not been
granted access to SCI based on a Single Scope Background Investi-
gation (SSBI), the mode of operation is multilevel. Enter table E-1
as if the user’'s clearance is SECRET even if the actual clearance is
TOP SECRET based on a background investigation. In no case may
E-1. Mode of operation a system process SCI data unless the minimum clearance level of all

Determine mode of operation in accordance with paragrapth &-2 users 1s .at least SECRET' o

this regulation. Determine if the system processes formal categories €- Entries marked N/A in table E-1 mean these combinations of
of data and, if so, whether or not all users have been granted forma¥ser clearance, access, and data classification are prohibited for
access to all categories of data. Formal categories of data are catéifmy AlS.

gories for which a written approval must be issued prior to access,

for example: SCI compartments, NATO information, and SAPs.

Table E-1

Determining minimum evaluation class from DOD 5200.28-STD for multilevel operations

Maximum data classification Minimum clearance level of users Case 1 Case 2 Case 3

TS S B2 B3 Al
C B3 Al N/A
Unclas, Sen Al N/A N/A
Uncleared N/A N/A N/A

S C B1 B2 B3
Unclas, Sen B2 B3 Al
Uncleared B3 Al N/A

C Unclas, Sen B1 B2 B2
Uncleared B2 B3 Al
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Appendix F procedures for declassifying media require Designated Approving
Clearing, Sanitizing, and Releasing Computer Authority (DAA) or Service Certifying Organization (SCO)
Components approval.

b. Overwriting mediaOverwriting is a software process that re-

F-1. Purpose ﬁlaces the data previously stored on magnetic storage media with a

The purpose of this appendix is to provide guidance and procedure

to clear and saniize magnetic storage media that are no longef, .4 for clearing. However, the effectiveness of the overwrite

useable, require transfer, or should be released from control. Persorb . . . .
" ' - . rocedure may be reduced by several factors, including: ineffective-
nel needing to destroy, degauss, overwrite, declassify, downgradehess of the overwrite procedures, equipment failure (for example,

release, or ship media from AISs for all classification levels (to i t of d/write head inability t ite bad
include COMSEC keying material) must follow the rules and table misalignment of read/write hea 5)' or na ity to overwrite ba
sectors or tracks or information in inter-record gaps.

F-1 of this appendix. If an item is not contained in table F-1, the

redetermined set of meaningless data. Overwriting is an acceptable

headquarters level ISSPM must be contacted for directions. (1) Overwriting procedureThe preferred method to clear mag-
netic disks is to overwrite all locations three times (the first time
F-2. Scope with a random character, the second time with a specified character,

These procedures are effective in the following life-cycle phases:the third time with the complement of that specified character).
2. Overwrite verificationThe overwrite procedure must be veri-

CONCEPTS DEVELOPMENT PHASE NO fied by the ISSM or designee.
DESIGN PHASE NO c. Degaussing medidDegaussing (that is, demagnetizing) is a
DEVELOPMENT PHASE YES procedure that reduces the magnetic flux on media virtually to zero
DEPLOYMENT PHASE YES by applying a reverse magnetizing field. Properly applied, degauss-
OPERATIONS PHASE YES ing renders any previously stored data on magnetic media un-
RECERTIFICATION PHASE YES readable and may be used in the sanitization process. Degaussing is
DISPOSAL PHASE YES more effective than overwriting magnetic media.
(1) Magnetic media are divided into three types (I, Il, Ill) based
on their coercivity. Coercivity of magnetic media defines the mag-
F-3. Implementing security measures netic field necessary to reduce a magnetically saturated material’'s

The information systems security manager (ISSM) is responsible formagnetization to zero. The level of magnetic media coercivity must
the security of all ISs and media assigned to the organization ande ascertained prior to executing any degaussing procedure.
under his/her purview. To protect these assets, he/she must ensure (2) The individual performing the physical degaussing of a com-
the security measures and policies contained within this appendixponent must ensure that the capability of the degausser meets or
are followed. Additionally, the ISSM will publish supplemental or- exceeds the coercivity factor of the media, and that the proper type

ganizational procedures (standing operating procedures (SOPs), angf degausser is used for the material being degaussed. The three
so forth), if needed, to implement the requirements herein. types of degaussers are—

F_4. Procedures (&) Type l.Used to degauss Type | media (that is, media for

The procedures contained below meet the minimum security re-Which coercivity is no greater than 350 oer_steds (Qe)). .
quirements for the clearing, sanitizing, releasing, and disposal of (b) Type Il.Used to degauss type Il media (that is, media for
magnetic media. These procedures will be followed when it be- Which coercivity is no greater than 750 Oe).

comes necessary to release magnetic media, regardless of classifica- (C) Type Ill. Used to degauss type Ill media (that is, media for
tion, from Sensitive Compartmented Information (SCI) channels. Which coercivity is in excess of 750 Oe). Currently, there are no
Media that have ever contained SCI, other intelligence information, degaussers that can effectively degauss all Type Ill media. Some
or Restricted Data cannot be sanitized by overwriting; such mediadegaussers are rated above 750 Oe, and their specific approved
must be degaussed before release. Media that have ever containegdting will be determined prior to use.

Cryptographic (CRYPTO) material cannot be sanitized at all; such (3) Refer to the current issue of the National Security Agency
media must be destroyed. (NSA) Information Systems Security Products and Services Cata-
a. Review of termsTo better understand the procedures con- logue (Degausser Products List Section), for the identification of
tained herein, it should be understood that overwriting, clearing, degaussers acceptable for the procedures specified herein. These
purging, degaussing, and sanitizing are not synonymous with declasproducts will be periodically tested to assure continued compliance

sification. Additionally, the following definitions should beyith the appropriate specification. National specifications provide a
reviewed: o o test procedure to verify continued compliance with the specification.
(1) Clearing. Clearing is the process of eradicating the data on (4) Once a degausser has been purchased and has become opera-

the media before the media are reused in an environment thafiong) the gaining organization must establish a SOP explaining
provides an acceptable level of protection for the data that werenq. it will be used.

p_reVIoust on the me_dla befo_re clearlng. In general, laboratory tech- d. Sanitizing mediaTables F-1 and F-2 provide instructions for
niques allow the retrieval of information that has been cleared, bUtsanitizin data storage media and Svstem components
normal operations do not allow such retrieval. Clearing can be g da 9 yster mp ) .
accomplished by overwriting or degaussing. e. Destroying mediaData storage media will be destroyed in
(2) Sanitizing (also purging)Sanitizing is the process of remov- accordance with DAA/SCO approved methods.
ing the data on the media before the media are reused in an environ- (1) Expendable item destructioBxpendable items (for example,
ment that does not provide an acceptable level of protection for thefloppy diskettes) are not authorized to be released for reuse outside
data that were on the media before sanitizing. In general, laboratoryof the SCI community. If these items are damaged or no longer
techniques cannot retrieve data that have been sanitized/purgedieemed usable, they will be destroyed. When destroying, remove
Sanitizing may be accomplished by degaussing. the media (magnetic mylar, film, ribbons, and so forth) from any
(3) Destroying.Destroying is the process of physically damaging outside container (reels, casings, hard cases or soft cases, envelopes,
the media to the level that the media are not usable as media, and s9d so forth) and dispose of the outside container in a regular trash
that there is no known method of retrieving the data. receptacle. Cut the media into pieces (a crosscut chipper/shredder
(4) Declassification.Declassification is a separate administrative may be used to cut the media into pieces) and then burn all pieces
process for which the result is a determination that the given me-in a secure burn facility. If applicable environmental laws do not
dium no longer requires protection as classified information. The permit burning of a particular magnetic recording item, it will be
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degaussed, cut into pieces (a chipper/shredder preferred) and dissach item is considered classified to the highest level of data stored
posed of in a regular trash receptacle. or processed on the IS in which it was used. If removable hard disks
(2) Destruction of removable hard disks and disk packs. are damaged, or no longer deemed usable, they will be destroyed. If
(a) Removable hard diskRemovable hard disks are expendable the platter(s) of the defective unit can be removed and the removal
items and are not authorized to be released for reuse outside of this cost effective, then destruction of a removable hard disk consists
SCI community unless they have been degaussed and declassifiedf dismantling the exterior case and removing the platter from the
case. Local destruction of the platter consists of removing the mag-
netic surface by sanding.

Table F-1

Sanitizing data storage media

Media type Procedure(s)

Magnetic tape

Type | aorb

Type Il b

Type 1ll Destroy

Magnetic disk packs

Type | aorb

Type Il b

Type 1ll Destroy

Magnetic disks

Floppies Destroy

Bernoullis Destroy

Removable hard disks aorborc

Non-removable hard disks aorborc

Optical disks

Read Only (including CD-ROMSs) Destroy

Write Once, Read Many (WORM) Destroy

Read Many, Write Many Destroy
Procedures

These procedures will be performed or supervised by the 1ISSO.

a. Degauss with a Type | degausser.

b. Degauss with a Type Il degausser.

c. Overwrite all locations three times (first time with a random character, second time with a specified character, third time with the complement of
the specified character).

Table F-2

Sanitizing system components

Type of component Procedure

Magnetic bubble memory aorborc

Magnetic core memory aorbord

Magnetic plated wire dore

Magnetic-resistive memory Destroy

Solid state memory components

Dynamic random access memory (DRAM) (Volatile) Destroy

if RAM is functioning d, theneandi

if RAM is defective f, then e and i

Static random access memory (SRAM) j

Programmable ROM (PROM) Destroy (see h)

Erasable programmable ROM (EPROM/UVPROM) g, then cand i

Electronically erasable PROM (EEPROM) d, then i

Flash EPROM (FEPROM) d, theni
Procedures

These procedures will be performed or supervised by the ISSO.

a. Degauss with a Type | degausser.

b. Degauss with a Type Il degausser.

c. Overwrite all locations with any random character.

d. Overwrite all locations with a random character, a specified character, then its complement.

e. Remove all power, including batteries and capacitor power supplies from RAM circuit board.

f. Perform three power on/off cycles (60 seconds on, 60 seconds off each cycle, at a minimum).

g. Perform an ultraviolet erase according to manufacturer's recommendation, but increase time requirements by a factor of 3.
h. Destruction required only if ROM contained a classified algorithm or classified data.

i. Check with the DAA/SCO to see if additional procedures are required.

j. Store a random unclassified test pattern for a time period comparable to the normal usage cycle.
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(b) Disk packsEach item is considered classified to the highest intelligence information, can be considered sanitized after printing
level of data stored or processed on the IS in which it was used. Ifthree printer font test pages.
disk packs are damaged, or no longer deemed usable, they will be 2. Elements containing intelligence information shall be sanitized
destroyed. Local destruction of the platter consists of removing thein accordance with the policy contained in the Director of Central
magnetic surface by sanding. Intelligence Directive (DCID) 1/21.

f. Malfunctioning mediaMagnetic storage media that malfunc- h. Release of systems and componefite. ISSM, or designee,
tion or contain features that inhibit overwriting or degaussing will shall develop equipment removal procedures for systems and com-
be reported to the Information System Security Officer (ISSO). The ponents and these procedures shall be stated in the Accreditation
ISSO will coordinate the repair or destruction of the media with the Support documentation. When such equipment is no longer needed,
ISSM and responsible DAA/SCO. it can be released if—

g. Release of memory components and bodpdsr to the re- (1) It is inspecte(_j by the |SSM, or des_ignee. This inspection will
lease of any ma|functioning components, the fo”owing requirements assyre that all media, Includlng internal disks, have been removed or
will be met in respect to coordination, documentation, and written Sanitized. ) . o
approval. This section applies only to components identified by the (2) A record is created of the equipment release indicating the
vendor or other technically knowledgeable individual as having the Procedure used for sanitization and to whom the equipment was
capability of retaining user-addressable data. It does not apply tofeleased. The record of release shall be retained for a period pre-
other items (for example, cabinets, covers, electrical components nofcfibed by the DAA/SCO. )
associated with data), which may be released without reservation. (3) Procedures specified by the DAA/SCO are used. Following
For the purposes of this annex, a memory component is considereélease, administratively notify the DAA/SCO. The National Secu-
to be the lowest replacement unit (LRU) in a hardware device. "ty Agency/Central Security Service (NSA/CSS) Form G6522 or
Memory components reside on boards, modules, and sub-assensimilar form or documentation will be used to document the local
blies. A board can be a module, or may consist of several moduled€€ase or disposal of any IS or component.
and sub-assemblies. Unlike magnetic media sanitization, clearing
may be an acceptable method of sanitizing components for release
(see table F-2). Memory components are specifically handled asAppendix G
either volatile or nonvolatile, as described below. Information Systems Security Monitoring

(1) Volatile memory componentdemory components that do  Capabilities and Restrictions
not retain data after removal of all electrical power sources, andAll Army users of information systems have a responsibility to
when re-inserted into a similarly configured system do not contain ensure the security of these systems. The Army relies on a layered
residual data, are considered volatile memory components. Volatileapproach for security of these systems placing responsibility at the
components that have contained extremely sensitive or classifieduser, system administrator, network administrator, and ACERT lev-
information may be released only in accordance with proceduresels. As part of this approach, the Army recognizes the need for
developed by the ISSM or designee and stated in the Accreditatioradministrators and the ACERT to implement procedures that assist
Support documentation. A record must be maintained of the equip-in the identification of system vulnerabilities. Neither administrators
ment release indicating that, per a best engineering assessment, alor the ACERT through the Computer Defense Assistance Program
component memory is volatile and that no data remain in or on the(CDAP) have unlimited latitude to conduct these assessments. AR
component when power is removed. 380-19 concerns vulnerability analysis, which is systematic exami-

(2) Nonvolatile memory componentSomponents that do retain  nation of an information system or product to determine the ade-
data when all power sources are discontinued are nonvolatile memguacy of security measures, identify security deficiencies, provide
ory components - including Read Only Memory (ROM), Program- data from which to predict the effectiveness of proposed security
mable ROM (PROM), or Erasable PROM (EPROM), and their measures, and confirm the adequacy of such measures after imple-
variants - that have been programmed at the vendor's commerciamentation.
manufacturing facility, and are considered to be unalterable in the  In fact, procedures that verify the vulnerabilities through the
field, may be released. All other nonvolatile components (for exam- Use of “hacker” techniques are governed by AR 380-53. AR 380-53
ple, removable/non-removable hard disks) may be released afte€Oncerns penetration testing, which concerns security testing
successful completion of the procedures outlined in table F—2. Fail-Which evaluators attempt to circumvent the security features of an
ure to accomplish these procedures will require the ISSM, &#tomated information system based on their understanding of the

designee, to coordinate with the DAA/SCO to determin@stem design and implementation. The purpose of penetration test-
releasability. ing is to confirm and demonstrate, through exploitation, the degree

(3) Other nonvolatile media. of the automated information system vulnerabilities.
(a) Visual displaysA visual display may be considered to be This appendix, therefore, discusses assessment capabilities both

sanitized if no sensitive information is etched into the visual display 2S_responsibilities and restrictions for the administrators and the
phosphor. The ISSO should inspect the face of the visual displa CERT.
without power applied. If sensitive information is visible, destroy G-1. System administrator's tasks
the visual display before releasing it from control. If nothing is ~ 5 Objective.The two main goals of the system administrator
visible, the 1ISSO shall apply power to the visual display; then vary (SA) are to keep the AIS operational and the system secure. The
the intensity from low to high. If sensitive information is visible on following tasks are essential in accomplishing these goals:
any part of the visual display face, the visual display shall be (1) Ensure that the operating system for the AIS is configured
destroyed before it is released from control. _ properly and that the security features appropriate to the intended
(b) Printer platens and ribbongrinter platens and ribbons shall  |evel of system operation are properly set. Such settings should be
be removed from all printers before the equipment is released. Oneperiodically reviewed; such reviews will not involve looking at
time ribbons and inked ribbons shall be destroyed as sensitive matemformation or data contained in the files of individual users other
rial. The rubber surface of platens shall be sanitized by wiping thethan system configuration files. Examples of these files in UNIX
surface with alcohol. include the following: .rhost, .profile, .history and .forward files.
(c) Laser printer drums, belts, and cartridgésiser printer com- (2) Use approved C2 Protect tools to periodically review system
ponents containing light-sensitive elements (for example, drums,security. These may be security utilities provided with network
belts, complete cartridges) shall be sanitized before release fromsoftware. At no time will the utilities be used to review user data
control. even if the tool is capable of this function. The C2 Protect tools are
1. Elements containing information that is classified, but is not approved by DISC4.
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(3) Periodically check with the operating system manufacturer, related to the objective of the search (that is, E-mail access would
the LIWA, and/or the DISC4 in order to keep informed of system NOT be reasonable when searching for a word processing file).
security problems and patches as they are developed, and apply (2) Searches will be limited to the time necessary to locate the
them as appropriate in order to maintain AIS security. required data.

(4) Ensure audit software is properly configured and audit trail (3) Such access will not be used to circumvent regulatory or
reports are periodically reviewed in accordance with this regulation. statutory requirements for investigations.

(5) Review file names, length, permissions, and directories. If d. Assistance to law enforcement and counterintelligefite.
any of this information leads a SA to suspect that an individual userSA is authorized to provide technical assistance as requested by the
is misusing the system or engaging in other misconduct, the SA willinvestigating agent when part of a properly authorized investigation.
notify, concurrently, the chain of command and contact LIWA/

ACERT. The appropriate individual within the chain of command G-2. Network administrator's tasks

will contact Cl and CID. At no time with the SA specifically target ~ a. Objectives.The network administrator (NA) operates under
or track an individual's activities except as part of a properly au- Similar broad authority and restrictions as the SA. While it is the
thorized investigation. NA'’s responsibility to keep the networking infrastructure opera-

(6) If a SA suspects an unauthorized user is attempting to acces§onal and secure, they operate under the same constitutional and
the AIS, the SA is authorized to take the actions necessary to verifystatutory controls as the SA. These restrictions represent a balance
and limit the penetration attempt from an unauthorized user. Oncebetween the actions necessary to provide a reliable and secure com-
verified, the SA will notify, concurrently, the chain of command and Munications backbone for AIS, while at the same time ensuring the
contact LIWA/ACERT. The appropriate individual within the chain Privacy rights of the users. It is the goal of the NA to ensure the
of command will contact Cl and CID. The SA may make system continued operation infrastructure is composed of two major com-
backups of appropriate log, history files, and user directories. OncePonents—the communications medium (that is, wiring, fiber optics,
the SA has determined that the anomaly is in fact an unauthorizecBnd so forth) over which the AIS communications travel; and the
intrusion, and CI and CID have been notified, the SA will not in network hardware (that is, hubs, concentrators, and so forth) which
any other manner specifically target, track or attempt to investigatemake up the physical equipment of the network. The following tasks
a suspected intruder’s activities except as part of a properly authorare critical in achieving the goals of continuity and security:
ized investigation. (1) Ensure that all hardware and software components of the

b. Restrictions on system administrators in the normal perform- network infrastructure are properly configured and the security fea-
ance of their dutiesThe SA does not have unlimited authority in tures and controls appropriate to the intended level of system opera-
operating the AIS. While security of the system is an important tion are properly set. Such settings should be periodically reviewed
component of the administrator's job, there are restrictions on ac-t0 ensure that they are set correctly and have not been modified
tions that an administrator may take in accomplishing the securityWithout the network administrator's knowledge.
function: (2) Only the use of approved C2 Protect tools is authorized to

(1) The SA is NOT authorized to view, modify, delete, or copy periodically review network security. These may be security utilities
data files that are stored on the AIS which are not part of the provided with network software. At no time will the utilities be used

operating system except when— to review user data even if the tool is capable of this function. The
(a) Authorized by the user or file owner. general use of these tools will be to map the network and to conduct
(b) Performing system backup and disaster recovergutomated scans of individual machines for configuration errors that
responsibilities. could lead to unauthorized access to individual machines and/or the
(c) Performing antivirus functions and procedures. network. The C2 Protect tools are approved by DISCA4.
(d) Performing actions which are necessary to ensure the contin- (3) Periodically check with the maker of the network compo-
ued operation and system integrity of the AIS. nents, the LIWA, and/or the DISC4, in order to keep informed of
(e) Performing actions as part of a properly authorize8lystem security problems and patches as they are developed, and
investigation. apply them as appropriate to maintain the integrity of the network.

(2) The SA is NOT authorized to browse or read a user's E-mail. (4) Use network management systems to monitor the operational
The SA may intercept, retrieve, or otherwise recover an E-mail status of the network, and to collect statistics on bandwidth utiliza-
message upon the written or verbal authorization of the partiestion and error rates.
involved or as part of a properly authorized investigation. When the (5) If the NA suspects that an individual user is engaging in any
SA must remove an E-mail message that is interfering with the misuse or misconduct the NA will notify, concurrently, the chain of
operation of the AIS, the SA will make reasonable effort to notify command and contact LIWA/ACERT. The appropriate individual
the originator of the E-mail. within the chain of command will contact Cl and CID. The NA will

(3) The SA is NOT authorized to use hacker techniques in annot specifically target or track an individual's activities except as
attempt to penetrate his or her AIS. Such penetration testing will bepart of a properly authorized investigation.
authorized only in accordance with AR 380-53. Techniques include (6) If the NA suspects an unauthorized user is attempting to
but are not limited to— access a system on the network, the NA will notify, concurrently,

(@) The use of network analyzers, sniffers, or similar network the chain of command and contact LIWA/ACERT. The appropriate
monitoring systems to monitor the activities of specific system us- individual within the chain of command will contact CI and CID.
ers. The use of these devices is authorized to perform valid systenf\fter the NA has determined that an anomaly is in fact an un-
troubleshooting and diagnostics of network problems. authorized intrusion, and Cl and CID have been notified the NA

(b) “Keystroke monitoring” software of any kind will not be used Wwill not specifically target, track, or attempt to investigate a sus-
either resident on the user's computer, or by monitoring computerpected intruder’s activities except as part of a properly authorized

network communications. investigation.
(c) The use of keyboarding or automated techniques to exploit/ (7) Use sniffers or network analyzers only as tools in diagnosing
verify vulnerabilities identified by the C2 Protect tools. network problems (that is, to identify the source of bad ETHERNET

c. Management searchel the absence of a user, the SA is packets).
authorized to grant the user’s supervisor temporary access to the b. Restrictions on network administrators in the normal perform-
user's data files, in order to allow access to data for official pur- ance of their duties.
poses. When such access is granted— (1) The NA is NOT authorized to view, modify delete or copy
(1) The SA will brief the supervisor as to the limits of accessing user data files which are in transit on the network or are stored on
the user's data files. This will include a warning that the search an AIS unless one of the following apply:
must be limited in scope to those files that could reasonably be (a) Authorized by the user or file owner.
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(b) Incidental to performing diagnostics functions to correct net- (6) The authorized actions above will not be used to circumvent
work problems. regulatory or statutory requirements for investigations.
(c) Incidental to performing actions which are necessary to en- b. Assistance to law enforcement and counterintelligefite.
sure the continued operation and system integrity of the network.ACERT is authorized to provide technical assistance as requested by
(2) Only the use of approved C2 Protect tools is authorized tothe investigating agent when part of a properly authorized
periodically review network security. These may be security utilities Investigation.
provided with network software. At no time will the utilities be used

to review user data even if the tool is capable of this function. The . Introduction. The CDAP is oraanized and structured in phases
general use of these tools will be to map the network and to conduct,. : . 9 : pr
fig G-1). Each phase provides a layer of evaluation and builds on

automated scans of individual machines for configuration errors that . .
could lead to unauthorized access to individual machines and/or thethe preceding phase/phases. This phased approach, allows the requ-

network. The C2 Protect tools are approved by DISCA. esting unit commander or activity to customize the program to meet

X . . . needs and expectations. Phases 1 and 2 provide authorization and
(3) The NA is NOT authorized to use hacker techniques in anno mation about the target AIS network or subnet and establish the
attempt to penetrate their networks. Such activities will be con-

. . : . “rules of engagement.” Phases 3 and 4 provide identification of
ducted only in accordance with 380-53. Techniques include but areggpected AIS vulnerabilities. Phases 5 and 6 provide verification of
not limited to— _ o suspected vulnerabilities and analysis of network protection capabil-

(@) The use of network analyzers, sniffers, or similar network ties. phase 7 provides technical support to assist in the mitigation of
monitoring systems to monitor the activities of specific system Us- these vulnerabilities. Phase 8 provides a final report to the request-
ers. The use of these devices is authorized to perform valid systemyg ynit/activity. This report is considered “sensitive” and dissemi-

troubleshooting and diagnostics of network problems. nation of information will be controlled by the requesting unit/
(b) “Keystroke monitoring” software of any kind will not be used activity.

either resident on the user's computer, or by monitoring computer p. Phases.

G—4. Program organization/structure

network communications. (1) Phase 1 - Request/Authorizatiofihe unit commander or
(c) Exploiting/Verifying through keyboarding or automated tech- activity responsible for the security of the target AIS must make a

niques, vulnerabilities identified by the C2 Protect tools. formal written request to participate in the program and/or provide
c. Assistance to law enforcement and counterintelligefite. the ACERT with specific authorization to analyze and penetrate the

NA is authorized to provide technical assistance as requested by théarget network. The primary objectives of phase 1 are: Establish
investigating agent when part of a properly authorized investigation. written request/authorization to conduct network security analysis of
the target AIS network or subnet. The request will confirm the
G-3. Land Information Warfare Activity tasks proper posting of the “notice and consent to monitoring” as speci-
a. Objectives.The Land Information Warfare Activity (LIWA) fied in AR 380-53, paragraphs 2—4 and 2-5, on all target networks
through its Army Computer Emergency Response Team (ACERT)and subnets. Systems without appropriate banners will not be al-
provides the SA and the NA with assistance in reviewing security of lowed to participate in the CDAP. Establish priority for the effort
Army networks and computers. This assistance is provided throughand enter the request into the CDAP database for control, manage-
a number of programs including the Computer Defense Assistancement, and scheduling. Establish operating/mission parameters for the
Program (CDAP). The procedures to identify AIS vulnerabilities are target network or subnet.
governed by this regulation, and the procedures to verify vul-(2) Phase 2 - Fact FindingThe purpose of this phase is to
nerabilities are governed by AR 380-53. Section G—4 outlines theobtain information about the design and implementation of the tar-
CDAP process. While the LIWA provides support to the SA and get network or subnet and information about individual machines on
NA, they operate under the same constitutional and statutory conthe network. The primary objectives of phase 2 are: obtain copies of
trols as both the SA and NA. The following are functions which network diagrams, obtain survey information from a sampling of
ACERT is permitted under this regulation: users, obtain information about each and every machine on the
(1) Assist the SA and NA in ensuring that all hardware and network by name and address, operating system (OS), location, and
software components of the network infrastructure are properly con-dial-in_capabilities. _ _
figured and the security features and controls appropriate to the (3) Phase 3 - Network Surve¥he purpose of this phase is to
intended level of system operation are properly set. Such settingompare the target network layout as designed/implemented by the
should be periodically reviewed to ensure that they are set correctiydNit to a layout mapped from the outside. This helps to identify
and have not been modified. This review may be accomplishedPOte”t'a| back doors into .the network_ and assists with security
through the use of manual means or automated means to checknProvement recommendations. The primary objectives of phase 3
system configurations. are: Ide_ntlf_y all mach_lnes on the network at the subnc_et level, iden-
(2) Only the use of approved C2 Protect tools is authorized to tify @l dial-in connections into the network at the machine, compare
periodically review security. These may be security utilities pro- results with the doc_umentatlon provided by the unlt/actlvn_y, identify
vided with network software. At no time will the utilities be used to 2!l Paths of entry into each network subnet and flag risk areas.
review user data even if the tool is capable of this function. The
general use of these tools will be to map the network and to conduc
automated scans of individual machines for configuration errors that
could lead to unauthorized access to individual machines and/or thé'
network. The C2 Protect tools are approved by DISCA4.
(3) Ensure audit software is properly configured.

he primary objective of phase 4 is: Identify all machines on the
etwork which can be targeted for potential compromise/intrusion.
(5) Phase 5 - Network Penetratiofhis phase is authorized
under AR 380-53 only and is provided here for reference only. The
; ) .2 . rpose of network penetration is to examine the degree and depth
(4) Review file names, length, permissions, ownership afinformation compromise which could be obtained by potential
directories. ) _ intruders and to assess the ability of the target network/subnet to
(5) ACERT is authorized to take the actions necessary (auto-getect the presence of an intruder. Due to the intrusive nature of this
mated or manual) to verify a penetration attempt from an Uphase, this phase is optional but highly recommended. The primary
authorized user. This includes the use of intrusion detection deV'Ce%bjectives of phase 5 are: Exploit only vulnerabilities identified
that may record network connections and protocols used/attemptedgyring the scanning phase, exploit vulnerabilities to the point of
Once an unauthorized user has been Veriﬁed, the ACERT will COOr'Obtaining “superuser" access to the target machine or network.
dinate with the appropriate Army elements for action. The ACERT  (6) Phase 6 - Penetration Verificatiofhis phase is authorized
may make system backups of appropriate log, history files, and useginder AR 380-53 only and is provided here for reference only. The
directories. purpose of penetration verification is to provide positive verification
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to the requesting unit or activity that system level compromise hadthe requesting unit or activity with security or configuration fixes
been obtained and assess network intrusion detection. Due to th@eeded to correct the vulnerabilities found during the vulnerability
intrusive nature of this phase, this phase is optional. The primaryanalysis and penetration phases.
objectives of phase 6 is to provide positive verification of system or (8) Phase 8 - Final ReporAn executive summary report will be
machine compromise in the form of a message or new user accounprovided to the requesting unit or activity outlining impacts and
(7) Phase 7 - Technical Suppoithe purpose of the technical recommendations for securing the target network or subnets. The
support phase is to provide support to the requesting unit or activityfull report will provide detailed information on impacts, risk assess-
to fix the vulnerabilities identified during the vulnerability analysis ments, and recommended fixes to secure the target network or
and penetration phases. The primary objective of phase 7 is to assisubnet. This report will be considered “security sensitive” and will
be released to the requesting unit or activity only.

CDAP Process
e - Phase ZH \\\
Network ..-.&.szz S 4 \

% Documentation

/’/ Phase 1 ™
7 Request/ Y
'\\ Authorization ;,3

\u L
/.~~"" - H"‘\\\
4 A Phage 7
{ Final } TFechnical
N Report Support

Figure G-1. Computer defense assistance program process

Legend for Figure G-1;
Black arrow: Authorized under AR 380-53 only.
Grey arrow: Covered under AR 380-19 only.
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Glossary COMSEC ECP
Communications Security engineering change proposal
Section |
Abbreviations COOP ESI o _
Continuity of Operations Plan extra sensitive information
AA
administrative assistant COTS EUCI » _
commercial off-the-shelf Endorsed for Unclassified Cryptographic
ACCLAIMS Item
Army COMSEC Commodity Logistics Ac- CSTVRP
counting Information Management System Computer Security Technical VulnerabiligB! o
Reporting Program ederal Bureau of Investigation
ADP FIS
automated data processing CTTA foreian inteli .
certified TEMPEST technical authority oreign Intelligence service
AIS EM
automated information system(s) DA .
Department of the Army field manual
AISSP FOUO
Army information systems security programDAA _ _ For Official Use Only
designated approving authority
AMC
. FTA/RA
Army Materiel Command DAIG Facility TEMPEST Assessment/Risk

Department of the Army Inspector Generaly

AMHS nalysis
Automated Message Handling System DCI GSA
Director of Central Intelligence General Services Agency
AR
Army regulation DCID HQDA
Director of Central Intelligence Directive Headquarters, Department of the Army
ARNGUS
Army National Guard of the U.S. DCSINT 1AA
Deputy Chief of Staff for Intelligence Interconnected Accredited AIS
ARSTAF
Army Staff DCSLOG 1AW
Deputy Chief of Staff for Logistics in accordance with
ASA(RDA)
Assistant Secretary of the Army for RBCSOPS IM

search, Development and Acquisition

AUTODIN
automatic digital network

BAS
Battlefield Automation Systems

Cc2
command and control

CCl
controlled cryptographic item

CDR USARCMD

Commander, United States Army Resel&M

Command

CG
commanding general

Cl
counterintelligence

CID
criminal investigation division

CNG
Chief, National Guard Bureau

COMPUSEC
computer security

34

Deputy Chief of Staff for Operations armformation management
Plans

IMA
DD Information Mission Area
Department of Defense
INSCOM
DDN United States Army Intelligence and Security
Defense Data Network Command
DES o .
data encryption standard information operations

Defense Intelligence Agency information systems security

ISSM

Defense Intelligence Agency manual information systems security manager

ISSO

DISC4 information systems security officer

Director of Information Systems for Com-
mand, Control, Communications, andgpwm

Computers information systems security program
manager
DMS
Defense Message System ics
Joint Chiefs of Staff
DOD
Department of Defense JROC
Joint Requirement Oversight Council
DSSCS
Defense Special Security CommunicatidmsA
System Limited Access Authorization
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LAN SA is, input to or receive output from), or other-

local area network system administrator wise make use of any information, resource,
or component in an AlS. Capability and op-
LRU SAEDA. . ) _ portunity to gain knowledge or to alter infor-
lowest replacement unit Subversion and Espionage Directed Againshation or material.
the Army
MACOM Access control
major command SAP The process of limiting access to the re-
Special Access Program sources of an AIS only to authorized users,
MJCS programs, processes, or other systems.
Memorandum, JCS sCi _ 3
Sensitive Compartmented Information Accountability
MOA (AIS) Property that enables auditing of ac-
SCIF tivities on an AIS to be traced to persons
M f A . . . . . ;
emorandum of Agreement sensitive compartmented information facilitywho may then be held responsible for their
MOU actions.
Memorandum of Understanding SF (COM_SEC) Principle thgt an individual is
standard form responsible for safeguarding and controlling
NATO of COMSEC equipment, keying material, and
- - SIGINT information entrusted to his/her care and is
North Adantic Treaty Organization Signal Intelligence answerable to proper authority for the loss or
misuse of that equipment or information.
NCSC , SOP A
National Computer Security Center standing operating procedure Accreditation

A formal declaration by a designated approv-

NISAC SSO ing authority that an AlS is approved to oper-
National Information Security Assessmejecial security officer atge in a p))/articular securi'g/p mode usﬁ)ng a
Center prescribed set of safeguards.
STS
NIST . Single Trusted System Accreditation authority
National Institute of Standards and Synonymous with designated approving
Technology TASO authority.
Terminal Area Security Officer
NSA AIS security incident
National Security Agency TCO An occurrence involving classified or SBU
TEMPEST Control Officer information being processed by an AIS
NSA/CSS where there may be a deviation from the re-
National Security Agency/Central SecuritiY quirements of the governing security regula-
Services Temporary Duty (travel) tions; a compromise or unauthorized
disclosure of the information occurred or was
OPSEC TRADOC o _ possible; data or information integrity is in
operations security United States Army Training and Doctrinequestion (for example, unauthorized modifi-
Command cation); or information was made unavailable
PC for a period of time.
personal computer IS
Top Secret Approval to operate
PDS Ts/5CI A term which is synonymous with
istributi accreditation.
protected distribution system Top Secret/Sensitive Compartmented
PEO Information ,IArfmy Information 4 b ) N
; . nformation originated by or concerning the
Program Executive Officer UCMJ U.S. Army.

Uniform Code of Military Justice

PL . Audit Review
public law USAR The independent review and examination of
United States Army Reserve records and activities to assess the adequacy
PM . of system controls, to ensure compliance with
program manager;project manager;prodysic established policies and operational proce-
manager United States Code dures, and to recommend necessary changes
PMO WAN in controls, policies or procedures.
program management officer Wide Area Network Audit trail
A chronological record of system activities to
PPL WWMCCS enable the reconstruction, reviewing and ex-
Preferred Products List Worldwide Military Command and Control amination of the sequence of events and/or
System changes in an event.
PROM
programmable read only memory Section |l Authenticate
Terms To verify the identity of a user, user device,
RDTE or other entity, or the integrity of data stored,
research, development, test and evaluationAccess transmitted, or otherwise exposed to possible

Ability and means to communicate with (thatunauthorized modification in an automated
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information system, or establish the validitysecurity which has been designated top s€&omputer

of a transmitted message. cret, secret, or confidential in accordancenachine capable of accepting data, perfor-

with Executive Order 12958. ming calculations on or otherwise manipulat-
Authentication ing those data, storing those data, and
Security measure designed to establish th@learing producing new data.

validity of a transmission, message, or origiRemoval of data from an AIS, its storage
nator, or a means of verifying an individual'sjevices, and other peripheral devices vi@mputer facility
eligibility to receive specific categories %rage capacity, in such a way that the dafhysical resources that include structures or

information. may not be reconstructed using normal sygarts of structures that support or house com-
tem capabilities (that is, through the keduter resources. The physical area where the
Auto-manual system board). An AIS need not be disconnec&@Hipment is located.

Programmable, hand-held COMSEC equism any external network before clearing

ment used to perform encoding and decodingyes place. Clearing enables a product to §gomputer security

functions. reused within, but not outside of, a secur®deasures and controls that ensure confiden-
, , facility. It does not produce a declassifiediality, integrity, and availability of the infor-

Automated information systems product by itself, but may be the first step irmation processed and stored by a computer.

Any equipment or interconnected system Ofo geclassification process. See purge.
subsystems of equipment that is used in the Confidentiality

automatic acquisition, storage, manipulations . .- cOMSEC Endorsement Assurance that information is not disclosed to
management, movement, control, displ

switching, interchange, transmission or recep- 09r.am (.CCEP) . . unauthorized entities or processes.

tion of data and includes computer softwardclationship between the National Se_cunt% fiqurati ol

firmware, and hardware. Included are comAdency and industry, in which the National~Oniguration corto I

puters, word processing systems, network§,ec_urity Age_ncy provides the QOMSEC exProcess Qf cqntrolllng modlflcatlons. toa telg-
or other electronic information handling sysPertise (that is, standards, algorithms, evam&_ommunlcatlons or automated information
tems, and associated equipment. tions, and guidance) and industry provide§yStems hardware, firmware, software, and
’ design, development, and production capabifiocumentation to ensure the system is pro-
Automated information systems security ities to produce a type 1 or type 2 productt.eCted against improper modifications prior

Synonymous with computer security. Products developed under the Commer&aiduring, and after system implementation.
COMSEC Endorsement Program may in- .
Availability clude modules, subsystems, equipment, sy§©ontrolled access protection

Log-in procedures, audit of security-relevant
events, and resource isolation as prescribed
for class C2 in the Orange Book.

The state when data are in the place need®ms, and ancillary devices.
by the user, at the time the user needs them,

and in the form needed by the user. Communications deception
Deliberate transmission, retransmission, or atontrolled crvotoaraphic item
Category teration of communications to mislead an ad: yptograp

ecure telecommunications or information
andling equipment, or associated crypto-
graphic component, is unclassified but gover-

and restricting the access to, the data. ExarGommunications Security (COMSEC) geudcr:) yi tae ;psecgatleser;gikceogtrglcgcle\lq#g%niel_nésb

ples include sensitive compartmented inforpjeasures and controls taken to deny @ik

; . f . YPTOGRAPHIC ITEM or, where space
mation, proprietary information, and Norilthorized persons information derived fromg jimited. CCI P
Atlantic Treaty Organization information. In- tejecommunications and ensure the authentic- ’ '

Restrictive label that has been applied to bothersary’s interpretation of th
classified or unclassified data, thereby énmmunications.
creasing the requirement for protection of,

dividuals are granted access to special catgy of such telecommunications. .
gory information on_Iy gfter being granted ggfﬁﬁ:g to. or concerned with
formal access authorization. Compartmented mode cryptography. ' '

. AIS security mode of operation wherein each
Central computer facility ser with direct or indirect access to the sys i i
One or more computers with their periphera'tljem its peripherals, remote terminals, or )r/SCryptographlc eqmpment_ i
and storage units, central processing units. 1 ' PeMP : Na's, Of " quipment that embodies a cryptographic
o i ; - Tnote hosts has all of the following: logic
and communications equipment in a single : . gic.
& Valid security clearance for the most

controlled area. Central computer facilities, . . . .
are those areas where computer(s), other th %stncted information processed in the SYSCryptography
Principles, means, and methods for rendering

ersonal computer(s), are housed to provi ) .
ﬁecessary enSironr(n()entaI, physical, orp other P- Formal access approval and signed nofsiain information unintelligible and for re-
disclosure agreements for that information t@toring encrypted information to intelligible

controls. - .
which a user is to have access. form.
Certification c. Valid need-to-know for information to
Comprehensive evaluation of the technifhich @ user is to have access. Cryptology
and nontechnical security features of an AlS - . The science and activities which deal with
and other safeguards, made in support of tfeOmMpromising emanations hidden, disguised, or encrypted

accreditation process, to establish the extekthintentional signals that, if intercepted andcommunications.
to which a particular design and implementaanalyzed, would disclose the information
tion meets a set of specified securitgansmitted, received, handled, or otherwis€ryptosystem

requirements. processed by telecommunications or autgsociated COMSEC items interacting to
mated information systems equipment (Seprovide a single means of encryption or
Classified defense information TEMPEST). decryption.

Official information regarding the national
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Data security larger system or subsystem that performs @urpose of encrypting or decrypting elec-
Protection of data from unauthorized (@ontrols a function, either in whole or in parttronic signals, for determining electronic

cidental or intentional) modification, destruc- counter-measures patterns (for example, fre-

tion, or disclosure. Emission security quency hopping or spread spectrum), or for
Protection resulting from all measures takefroducing other key.

Declassification (of magnetic storage to deny unauthorized persons information of

media) value which might be derived from interceptkey management

An administrative procedure resulting in eaand analysis of compromising emanatidth®cess by which a key is generated, stored,
determination that classified informatidmm cryptographic equipment, AIS, and teleprotected, transferred, loaded, used, and

formerly stored on a magnetic medium hasommunications systems. destroyed.
been removed or overwritten sufficiently to
permit reuse in an unclassified environment-ile server Least Privilege
Computer hardware used to provides storagerinciple that requires that each subject be
Dedicated mode user data and software applications ajtgnted the most restrictive set of privileges

AIS security mode of operation wherein eaclprocessing capabilities for user workstationgeeded for the performance of authorized
user, with direct or indirect access to the sysand normally used for the connection angasks. This also applies system privileges that
tem, its peripherals, remote terminals, or reeontrol for the workstations to the Local Areamight not be needed to perform their as-
mote hosts, has all of the following: Network (LAN). signed job.

a. Valid security clearance for all o o
information within the system Firewall Note. Application of this principle limits th_e dam-
’ age that can result from errors, accidental and

b. Formal access approval and signed nor system or group of systems that enforce§,, thorized use of an AIS.
disclosure agreements for the informatiam access control policy between two net-
stored and/or processed (including all comworks with the properties of allowing only pachine cryptosystem
partments, subcompartments, and/or specialithorized traffic to pass between the Nelcryptosystem in which the cryptographic
access programs). works from inside and outside the controllecbrocesses are performed by crypt-equipment.

c. Valid need-to-know for all information environment and is immune to penetration.
contained within the AIS. ) Mainframe
When in the dedicated security mode, a sy&irmware _ ) computer system which is characterized by
tem is specifically and exclusively dedicatedSoftware that is permanently stored in a ha”gedicated operators (beyond the system us-
to and controlled for the processing of ongvare device which allows reading and exegrs). high capacity, distinct storage devices;
particular type or classification of informa-cuting the software, but not writing Qfyecial environmental considerations; and an
tion, either for full-time operation or for a modifying it. identifiable computer room or complex.
specified period of time. i i

Foreign national employees . Malicious software

Degauss Non-U.S. citizens who normally reside in theg g that is intentionally introduced in a
Destroy information contained in magnegieuntry where employed, though they may, o 4o cause harm
media by subjecting that media to high-intennot be citizens of that country, and who aré '
sity alternating magnetic fields, followirgnployed by the U.S. Government and thg;ana1 cryptosystem
which the magnetic fields slowly decrease.Department of the Army. Cryptosystem in which the cryptographic
processes are performed manually without
F_he use of crypt-equipment or auto-manual
% vices.

Denial of service Formal access approval
Result of any action or series of actions thd@ocumented approval by a data owner to a
prevents any part of a telecommunications dew access to a particular category

AIS from functioning. information. Multilevel (security) mode

Designated Approving Authority Information systems security (ISS) AIS security mode of operation wherein all

Official with the authority to formally as- The protection of information systems againg’® following statements are satisfied con-
sume responsibility for operating an AIS orunauthorized access to or modification of inS€Ming the users who have direct or indirect
network at an acceptable level of risk.  formation, whether in storage, processing oficcess to the system, its penpherals, remote

transit, and against the denial of service t§'minals, or remote hosts: , ,
DOD Trusted Computer System authorized users or the provision of service to 3 SOMe users do not have a valid security
Evaluation Criteria unauthorized users, including those measur&&arance for all the information processed in
Document containing basic requirements andecessary to detect, document, and count .
evaluation classes for assessing degrees @fch threats. This regulation designates ISS P+ All users have the proper security clear-
effectiveness of hardware and software secias the security discipline which encompasse¥1c€ and appropriate formal access approval
fity controls built into AIS. This document, COMSEC, COMPUSEC, and control dfr that information to which they have
DOD 5200.28 STD, is frequently referred tocompromising emanations (TEMPEST). ~ access.

as the Orange Book. c. All users have a valid need-to-know
Integrity only for information to which they have

Embedded cryptography The degree of protection for data from intenaCCess.

Cryptography which is engineered into #iénal or unintentional alteration or misuse.

equipment or system the basic function of Multilevel security

which is not cryptographic. Componenitgelligence Information Concept of processing information with dif-

comprising the cryptographic module are ininformation collected and maintained in supferent classifications and categories that

side the equipment or system and share hgsort of U.S. intelligence mission. simultaneously permits access by users with

device power and housing. The cryptographic different security clearances, but prevents us-

function may be dispersed if identifiable as &ey ers from obtaining access to information for

separate module within the host. Information (usually a sequence of random owhich they lack authorization.
pseudorandom binary digits) used initially to

Embedded (computer) system set up and periodically to change the operaNeed-to-know

Computer system that is an integral part of ions performed in crypt-equipment for theAccess to, or knowledge or possession of,
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specific information required to carry out of-exploit a particular vulnerability of an auto-electromagnetic, electromechanical, electro-

ficial duties. mated information system or telecommunicaeptical, or electronic means.

tions system. o
Network Telecommunications and automated
Communications medium and all componentRisk assessment information systems (security)

attached to that medium whose function i®rocess of analyzing threats to and virotection afforded to telecommunications
the transfer of information. Components mayerabilities of an information system, and th@nd automated information systems, in order
include AIS, packet switches, telecommunipotential impact that the loss of informationfO Prevent exploitation through interception,
cations controllers, key distribution centersor capabilities of a system would have olnauthorized electronic access, or related
and technical control devices. national security and using the analysis as thhnICQL intelligence threats and to ensure
o _ basis for identifying appropriate and cost-efauthenticity.
Noncommunications emitter fective measures. Note. Such protection results from the application
Any device which radiates electromagnetic of security measures (including cryptosecurity,
energy for purposes other than communicaRjsk management transmission security, emission security, and com-
ing (for example, radars, navigational aidsprocess concerned with the identificati@fflsr Security) to systems that generate, store,
and laser range finders). A noncommunicameasurement, control, and minimization o ;%C?Sz{ntgnfg?srérgr :ﬁ;qgf:g';ﬁid'glo{&agﬁgsi%;l
tion emitter may include fegtureg norma”y.security risks in information systems. protection of technical security material and techni-
associated with computers, in which case it cal security information.
must also meet the requirements for an AlSsecurity Guard/Filter

AIS trusted subsystem that enforces securiffelecommunications system

Password . . policy on the data that pass through it. Any system which transmits, receives, or oth-
Protected/private character string used to au- erwise communicates information by electri-
thenticate an identity or to authorize access tgmg]| computer cal, electromagnetic, electro-mechanical, or
data. A small general purpose computer designeglectro-optical means. A telecommunications

to support a single user at a time. Digjstem may include features normally associ-
ives, printers, and other equipment associted with computers, in which case it must

A personal computer normally a sm ied with the small computer are consideredlso meet the requirements for an AlS.

Qesktop type AIS which contains an oper"’“f)art of the small computer and normally re-

ing system, software applications, firmwaresooq 1o as a personal computer. In additiohEMPEST _ _ o

and storage devices (fixed and removafle. o spove standard definition and tRaort name referring to investigation, study,

features) with the capabilities of Operatingchanging mission of the Army, the definition@nd control of compromising emanations

processing, and storing information in rom telecommunications and automated in-

fa small computer has been enhanced %c? ; .
stand-alone mode. PCs can be connected g?a P ormation systems equipment (See compro-
networks for access to other systems.

t a small computer or any PC or worksta-
_tion that attaches to a Server via a LAN in ;
Note. The category of personal computers can inclient server environment is considered to b
clude lap-tops, notebooks and workstations. a small computer.

Personal Computer

ising emanations).

Ferminal

Any device which is used to access an AlS,
including 'dumb’ terminals, which only func-
tion to access another AIS, as well as per-
d8nal computers or other sophisticated AIS
ated from all\yhich may access other AIS as one of their

Personal E-Mail Account

An E-mail A ired b individ IStand alone computer
N E-mail account acquired by an INAVIQU&A - 5 tomated information system that

for personal use. Also know as a priv%‘ﬁysically and electrically isol

account. other automated information systems. functions.
gg\éat;’eeég%%llmlti-Mail Account Systems high (security) mode Threat

: AIS security mode of operation wherein eaclCapabilities, intentions, and attack methods
Protected distribution system (PDS) user, with direct or indirect access to fbfeadversaries to exploit, damage, or alter or
Wireline or fiber-optic telecommunicatioAyS: its peripherals, remote terminals, or reany circumstance or event with the potential

system that includes terminals and adequaf8°t® hosts, has all of the following: to cause harm to information or an informa-
acoustic, electrical, electromagnetic, and Valid security clearance for all informa-tion system.

hysical safeguards to permit its use for théOn within an AIS. ,
5n¥encrypteg transmipssion of classified- Formal access approval and signed norkhreat agent

information. disclosure agreements for all the informatios® means or method used to exploit a vulner-

stored and/or processed (including all comability in a system, operation, or facility.

Purge partments, subcompartments and/or spe_lcial - .
. ransmission securit

Removal of data from an AIS, its storageCCESS programs). Y ; ;

' - i > ; . The component of COMSEC which consists
devices, or other peripheral devices with stor- €. Valid need-to-know for some of the in- .2 " > o designed to protect transmis-
age capacity in such a way that the data mdgrmation contained within the AIS. sions from interception and exploitation by
not be reconstructed. An AIS must be discon-

: - means other than cryptographic analysis.
nected from any external network before dechnical vulnerability yptograp 4

purge. See clearing. A hardware, firmwarg, communication, Pfclassified but sensitive (SBU)
software weakness which leaves a computéksormation
Remote terminal processing system open for potential exploignciassified information, that the loss misuse

A terminal which is not in the immediatetation or damage, either externally or interyy ynauthorized access to or modification of
vicinity of the AIS it accesses. This is usuallynally, resulting in risk for the owner, user, ofyhich could adversely affect the national in-

associated with a mainframe environment anghanager of the system. terest or the conduct of Federal programs, or
the use of a terminal. Terminals usually can o the privacy to which individuals are entitled
not operate in a stand-alone mode. Telecommunications under the Privacy Act.

Preparation, transmission, communication, or
Risk related processing of information (writingser

The probability that a particular threat willimages, sounds, or other data) by electricalPerson or process accessing an AIS by direct
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connections (for example, via terminals) oCISS
indirect connections. center for information systems security

User ID CM

Unique symbol or character string that denfiguration management
used by an AIS to uniquely identify a spe-

cific user. CSD

) contractor support detachment
Virus

Self-replicating, malicious program segmentsg

that attaches itself to an application prograrjient server environment, contractor suppo
or other executable system component angement

leaves no external signs of its presence.

DBA

Vulnerability . . data-base administrator
Weakness in an information system, or cryp-

tographic system, or components (for exampgpms
ple, system security procedures, hardwgéf\a base management systems
design, internal controls) that could be

exploited. DISA

Section 1l Defense Information Systems Agency

Special Abbreviations and Terms

This publication uses the following abbrevia-DISA/CISS
tions, brevity codes, or acronyms not cong,
tained in AR 310-50. These special
abbreviations include computer technolqggNE.r3

definitions. DOD Secure Network/3

r Information System Security

ACCO

Army Case Control Office DODIIS

Department of Defense Intelligence Informa

ACERT tion Systems
Army Computer Emergency Response Team
y p gency p BrpL
AISSRP endorsed TEMPEST product list

Army Information Systems Security Re-

sources Program GCCs

Global Command and Control System
AKMP
Army Key Management Program GOTS

Government off-the-shelf

NCSC-TG
National Computer Security Center-Technical
Guidance

NID
network intrusion detection

NSAM
National Security Agency Manual

STISSAM

ational Security Telecommunications and
Information Systems Security Agency
manual

NSTISSC
National Security Telecommunications and
Information Systems Security Committee

Pam
pamphlet

PCMCIA
Personal Computer Memory Card Interna-

Defense Information System Agency/Centetional Association

ROM
read only memory

SAPI
Special Access Program for Intelligence

SBA
site-based accreditation

SBU
Sensitive But Unclassified

SCE
service cryptologic element

SCG
security classification guide

Sli
statement of intelligence interest

SIMO
system integration management office

SIO

SIOP-ESI

ASSIST

automated systems security incident suppolATO

team interim approval to operate

ATD INFOSEC

advanced technology development information security

C2 ISSRP B _

command and control information systems security resourc¥ior intelligence officer
rogram

c2w prog

command and control warfare W

cal information warfare

command, control, communications, CORyics

puters, and intelligence Joint Worldwide Intelligence Communication

CAW System

Certification Authority Workstation LIWA

CcD Land Information Warfare Activity

compact disk
MAN
CDAP metro area network

Computer Defense Association Program
NACSIM

CERT

computer emergency response team SEC) Information Memorandum
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Sensitive Information

SIPRNET
secret internet protocol router network

SSA
system security administrator

SSBI
Single Scope Background Investigation

TAP
tactics, techniques, and procedures

National Communications Security (COMCB

trusted computing base
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Index

This index is organized alphabetically .
topic and by subtopic within topic. TopicsR/Y"’m":“Jernent Control Evaluation Check-

and subtopics are identified by paragra]\ﬁgsdtiéapp c
number. Clearing, 2-20

Declassifying, 2—-20
Destruction of, 2-20

Intelligence information, 2-1, 3-9

Access control
Passwords for, 2-14 System, 2-3

Accountability Marking, 2-19
Media, 2-19 Purging, 2-20
System, 2-3 Multilevel security mode. See security

Accreditation
Authorities for, 1-6, 2-1, 3-1, 3-8
Categories of, 2-2
General information on, 3-1
Generic, 3-2

processing modes, multilevel

Network
Local Area Networks, 1-¢§2)
Metro Area Networks, 1-€§2)

Security packages and, 2-4
Special access program information, 1-1
System high security mode, See security
processing modes, systems high
System security administrator, 1-6

Terminal area security officer, 1-6
Time-outs, 2-23
Training and awareness, 2-15

Unclassified sensitive Information

Accreditation of, 2-2

Communication security requirements for,
4-3

Definition and division into categories of,
1-5

Grouping computers for, 3-3
Operational, 3-3
Process of, 3-5
Protection or classification of, 3-5
Records of, 1-6, 3-7
Renewal of, 3-1, 3-6
Sample approval statement for, fig 3-1
Sample format for, app C

Army Information Systems Security Pro-
gram, 1-6

Automated Information Systems Security
Assessment Program, 1-7

Automated Message Processing Exchange
System, 1-1

Audit trails, 2-3, 2-5

Battlefield automated systems, 2-25

Certification, 3—4
Clearing (AIS Media), 2—-20
Communications security
Basic policy for, 3-1
Classified information, 4-2
Data Encryption Standard, 4-1
Protected distribution systems, 4-5
Radio, 4-4
Remote terminal, 2-23
Unclassified but sensitive information, 4-3
Configuration management, 2—4
Construction standards
Central computer facility, 2-11
Computer room, 2-12
Continuity of operations planning, 2-1,
2-22

Data availability, confidentiality, and in-
tegrity, 1-5

Data base management systems, 2-5

Declassifying (media). See media, declassi-
fying

Dedicated security mode. See securit
processing modes, dedicated

Degaussing, 2-20

Employee-owned computers, 2-24
Hardware security, 2-8, 2-9

Incidents (AIS), 2-27
Information Systems Security
Basic policy on, 1-6
Identifying requirements for, 1-7, 2-1

Wide Area Networks, 1-€§2)
Network security, 2—22
Network security officer, 1-6

Worldwide Military Command and Con-
trol Systems, 1-1

Passwords
Generation and control of, 2-14
Minimum length, 2-14
Personnel Security
Briefing, as part of, 2-15
Foreign nationals, 2—-17
Maintenance personnel and, 2-9
Security clearance requirements for, 2-16
Training and awareness for, 2-15
Physical security, 2-11, 2-12
Procedural security, 2-13, 2-14
Program Executive Officer, 1-4

Reaccreditation, 3—6
Responsibilities

Army MACOM commanders, 1-4

Assistant Secretary of the Army for Re-
search, Development, and Acquisition,
1-4

Commanding General, United States Army
Information Systems Command, 1-4

Commanding General, United States Army
Intelligence and Security Command, 1-4

Commanding General, United States Army
Materiel Command, 1-4

Commanding General, United States Army
Training and Doctrine Command, 1-4
Deputy Chief of Staff for Intelligence,
1-4 Deputy Chief of Staff for Logistics,
1-4

Deputy Chief of Staff for Operations and
Plans, 1-4

Director of Information Systems for Com-
mand, Control, Communications, and
Computers, 1-4

Risk analysis management, 5-1
§ecurity processing modes

Dedicated, 2-2
Multilevel, 2-2
Compartmented, 2-2
Systems High, 2-2

Sensitive but unclassified (SBU), 1-1, 4-3
Sensitivity levels, 2-2

Separation of duties, 2-13

Single Integrated Operational Plan - Ex-

tremely Sensitive Information, 1-1

Information Systems Security Manager,Site-based accreditation, 3—-29

1-6

Software design and maintenance, 2—-7

Information Systems Security ManagerSoftware security

Assistant, 1-6
Information Systems Security Program
Manager, 1-6
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Design implications for, 2—7
General provisions for, 2—4
Public domain software and, 2—4
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MANAGEMENT CONTROL EVALUATION CERTIFICATION 1. REGULATION NUMBER
STATEMENT

2. DATE OF REGULATION

For use of this form, see AR 11-2; the proponent agency is ASA(FM).

3. ASSESSABLE UNIT

4. FUNCTION

5. METHOD OF EVALUATION (Check one)

a. CHECKLIST b. ALTERNATIVE METHOD (Indicate method)

APPENDIX (Enter appropriate letter)

6. EVALUATION CONDUCTED BY

a. NAME (Last, First, M) b. DATE OF EVALUATION

7. REMARKS (Continue on reverse or use additional sheets of plain paper)

8. CERTIFICATION

| certify that the key management controls in this function have been evaluated in accordance with provisions of AR 11-2,
Management Control . | also certify that corrective action has been initiated to resolve any deficiencies detected. These deficiencies
and corrective actions (if any) are described above or in attached documentation. This certification statement and any supporting
documentation will be retained on file subject to audit/inspection until superseded by a subsequent management control evaluation.

a. ACCESSABLE UNIT MANAGER

(1} TYPED NAME AND TITLE b. DATE CERTIFIED

(2) SIGNATURE

DA FORM 11-2-R, JUL 94 EDITION OF JAN 94 IS OBSOLETE.
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